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2.序章

カンブリオニクス コネクト  is our application designed to manage your Cambrionix hubs.It can be 
accessed across mobile devices, tablets, and computers running macOS, iOS, Windows, and 
some Linux distributions.アプリケーションは、以下の Web アドレスに移動することにより、任意のブラ

ウザーを介してアクセスできます。

https://connect.cambrionix.com

カンブリオニクス コネクト  can also be downloaded from 
https://www.cambrionix.com/connect.Once downloaded and installed on the host computer, 
カンブリオニクス コネクト  allows you to manage the hubs and gather information from both the 
hubs and any devices connected.

Within this application you can see all connected hubs and devices.Using Connect, you can:

 l Monitor hub temperatures, power consumption, port status and error flags.

 l ファームウェアの更新を管理します。

 l Manage the ports on the hub and switch between modes.

 l Write and execute Cambrionix CLI scripts, Python or send JSON packets to control your 
hub

You will have the option to create a カンブリオニクス コネクト  account, which will allow you to save 
preferences and templates.With an appropriate license, it will also enable you to connect to 
hubs remotely, meaning you can view and manage all products on your network.Each host 
system can be added to an organisation owned by yourself and each user from your 
organisation can access and manage these hubs (depending on roles and permissions).この機能

を使用すると、組織は次のことができるようになります。

 l Remotely control your products from across the room, or across the world, 24/7.

 l Remotely Manage firmware updates across your whole fleet of products.

 l Monitor and control your Cambrionix products using phone/tablet/computer.

Cloud storage

From version 3.3.0 all devices and hub information will be stored in the cloud, this means if you 
disconnect a hub or device you will still be able to access the information.If a device or hub is 
disconnected and you dont want the information to be stored anymore or see the hardware 
you can remove from the cloud storage.see the Hubs or 台のデバイス pages for more 
information.
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2.1.前提条件

For Cambrionix Connect to connect to your hubs, the host system the hub is connected to 
must have the Cambrionix Hub API installed, with a minimum of V3.12.1.The Cambrionix Hub API 
is a service that runs on your host system, which is what enables communication with your 
Cambrionix hubs.

You can find more information on the Cambrionix Hub API from the user manual.これは、以下の

リンクにある当社の Web サイトからダウンロードできます。along with the Cambrionix Hub API 
installation files.

www.cambrionix.com/cambrionix-api

Once the host system has the API installed, you need a browser to open the Cambrionix 
Connect website.Known compatible browsers, for example, will be:

 l グーグルクローム

 l Safari*

 l マイクロソフトエッジ

*You cannot connect to local APIs on Safari due to security reasons unless a digital certificate 
has been assigned, information on this can be found in the トラブルシューティング section.

ハブはホスト  システムに接続され、API に表示される必要があります。As long as the hub is visible in 
the device manager or system info, then the API will be able to see the hub and interact with 
it.If you use any other 3rd party software that controls the port that the hub requires, the API 
will not be able to connect to it, and as such, the hub will not be visible in the application.

オペレーティング·システム

私たちはテストしましたCambrionix Connect以下のオペレーティングシステムが動作することを確認で

きます。 Cambrionix Connect 。動作するがテストされていない他の OS もあるかもしれません:

 l ウィンドウズ10

 l ウィンドウズ11

 l macOS 11 (ビッグサー)

 l macOS 12 (モントレー)

 l macOS 13 (ベンチュラ)

 l macOS 14 (ソノマ)

 l macOS 15 (Sequoia)
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 l リナックス ウブントゥ

 l リナックス デビアン

Linux の場合、上記の OS を使用してのみテストを実行します。ARM ハード  フロート  (armhf) バージョ

ンも oDroid および Raspberry Pi でテストされています。

2.2.Installing カンブリオニクス コネクト  and the Cambrionix Hub API

カンブリオニクス コネクト  and the Cambrionix Hub API is available to download as a desktop 
application from https://www.cambrionix.com/software, you will find software available for 
Windows™, Mac® and Linux® Systems.

Linux® OS systems tested with our software are Ubuntu 20.04 LTS or Debian 9; some other OS 
versions based on the two mentioned should also work.Some different Linux® OS versions may 
work, but we don't test against other distributions.

Mac® および Windows™ システムにインストールするには、上記のリンクからインストール ファイルをダウ

ンロードします。ダウンロードしたら、インストール プロセスを実行します。ダイアログ ボックスで、インス

トールと初期設定を行うことができます。カンブリオニクス コネクト  requires User Account Control 
(UAC) interaction to be installed.This means that the installer cannot be run silently.

For Linux® systems, download the AppImage file from the website at the above link.Once 
downloaded, you will need to make the file executable.This can be done by selecting the 
AppImage file, go to Properties > Permissions, and check the option to allow it to be executed 
as a program, or by making it executable via terminalsudo chmod +x Connect(version-
number).AppImageonce the file is executable run the AppImage by double-clicking it in your file 
manager or executing it from the terminal
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3.使用するカンブリオニクス コネクト

カンブリオニクス コネクトには、製品の使用を改善する多くの優れた機能があります。This section is 
designed to explain the features in more detail.

3.1.ポートの管理

You can manage the ports on your hub(s) easily using Cambrionix Connect.You can switch ports 
between the following modes*.

充電
特定のポートまたはハブ全体を充電専用モードにします (データなし)

接続、ハブは OEM 充電器をエミュレートします)

同期 特定のポートまたはハブ全体を同期モードに切り替えます

偏っ

た
デバイスの存在を検出しますが、同期も充電もしません

オフ
選択したポートをオンまたはオフにします (電源がなく、データ チャネルも開いていません。デ

バイスのプラグを抜いているように見えます)。

*some products do not have all above modes, please see individual product manuals for more information

There is more detailed information on managing your ports in the Ports overview section.

3.2.デバイス情報

を使用して、接続されているデバイスに関する情報を取得できます。 Cambrionix Connect .情報を取

得するには、ハブを介してPorts overviewまたは直接行く台のデバイスビューアーセクション。

From these pages you can obtain charging information of the device, the history of the devices 
location and additional information about the device.

3.3.Managing Hubs

You can manage the hub settings through Cambrionix Connect.This can be done by adjusting 
the settings in the Hub settings or by loading and editing templates from the Hub Templates 
page

Managing your hub(s) is useful as certain settings will need to be changed to alter the behaviour 
of the hub.For example, you can turn 'charging downstream ports' (CDP) off which will reduce 
the amount of charge being delivered to a device whilst syncing data.If you then save this 
setting change to a template, you could really easily apply the same set of settings across host 
systems, by applying that template.
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3.4.ファームウェアの管理

Using Cambrionix Connect you can manage and change the firmware version currently running 
on your hub(s).All you need is for the hub(s) to be connected to a host API.If doing this remotely, 
you'll need to ensure the API is running on those local host systems and you can then do all 
updates from the 'Master' host system.Once the hub is connected to the API you can go to the 
firmware section and update multiple hubs at a time.

We release new firmware versions regularly, to ensure the hubs are kept up to date with new 
devices and functionality.Keeping your hubs firmware up to date will ensure that you have the 
latest features along with any fixes to any known bugs.

詳細については、 ファームウェアセクション。

3.5.Using Your Account

とCambrionix Connect 、アカウントにサインインできる機能があります。You can sign into your 
account from the profile/login button along the top bar.Having an account will allow you to 
access the API's and settings associated with your account, from any device.

See the アカウント  section for more information

3.6.Adding a Computer

When you open Cambrionix Connect you will see a section called "Computers".This is the 
section which will show you the computers currently available to Connect.On initial launch 
(without logging in) this section will show only 'localhost' provided you have the 'Cambrionix 
Hub API' installed

If you have logged into your Cambrionix Connect Account then you can navigate to the 
Computers section and will be given an option to add the computer you are currently using to 
your organisation.When you log into your account on a different host machine, this computer 
will then be available to view, in order to view hubs and devices connected along with the 
computer you must set up リモートアクセス.For more information please see the section アカウン

ト

 

You will not be able to add an API to your account through Safari due to security reasons.On 
macOS you must add the API through the Cambrionix Connect Desktop application.

3.7.リモートアクセス

使用の優れた機能Cambrionix Connectハブにリモートでアクセスして管理する機能です。In order to 
remotely access a hub you will need to ensure the host API is at least on v3.14 and the hub has 
a digital certificate linked (see デジタル証明書  section).
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A sufficient Cambrionix Connect License is required.(To use this feature, you will need a license 
supplied by Cambrionix Ltd. Currently, the license is not available, but it will be coming soon.If 
you are interested in using this feature once the license is available, please contact 
enquiries@cambrionix.com.)

ノート

In order to access a remote API the device used to communicate with the hub must be able to 
access the remote API.This can be either with the API and device being on the same local 
network, the API to be provided with a public IP address or to set up port forwarding using your 
public facing router.For more information please see the ネットワーキング section of this manual.

3.8.ヘルプとサポート

FAQs and help can be found in our Support Portal.より詳細なサポートが必要な場合は、こちらでサ

ポートチケットを取得することができます

 l https://support.cambriionix.com

You can also download any of our manuals for any hardware and software and get the most up 
to date versions at the link here

 l www.cambrionix.com/product-user-manuals

サポートに連絡する際は、問題のハブの製品情報を提供してください。これは、ユニットの下側または

背面にあるデバイス情報プレートに記載されています。

Providing serial and Purchase Order numbers will help us identify your specific product and 
speed up the process.
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4.アカウント

With Cambrionix Connect there is the ability to manage settings and hub(s) and save the 
preferences to an account.Your account is assigned to an email address which will need to be 
verified.Once set up to access your account settings and information you will need to sign in. To 
view more information on the settings please see the Organisations Settings section.

You can access your Cambrionix Connect account by clicking the 'Sign In' button:

Once selected, you can either sign in to an existing Cambrionix Connect account or create a 
new one.

4.1.アカウントの作成

If you require a new Cambrionix Connect account, click on 'Sign In'.You will need to fill in some 
basic information such as email address and name and you will be asked to verify this email 
address before you're able to proceed with creating the account.Click on "Verify Email" to send 
you a code to the email address provided, get the code and paste it into the box.Hit "Verify 
Code" and you will then be able to proceed with creating the account.
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5.組織

Your Cambrionix Connect account will be linked to an Organisation, which will manage the API 
connections.You can have multiple accounts connected to an Organisation, and each API/Host 
Machine can be connected to multiple Organisations.If you navigate to the Organisation 
settings page you can access and view all of your Organisation’s and click on individual 
Organisations for more information.

From here view you can view/change your default organisation, change the name of 
Organisations, view users’ accounts which are linked to the Organisation and invite other users 
to join the Organisation.

When a user has an organisation selected, any API they add will be visible to all other users 
within the same Organisation.These can then be accessed and managed from all logins 
simultaneously.

5.1.組織名

When you first set up your Cambrionix Connect account, your Organisation will be set as 
"unknown Organisation".大文字、小文字、記号を含む任意の名前に変更できます。64 文字を超

える名前はお勧めしません。

5.2.Organisation Id

Each organisation will have a random, unique id, assigned to it as a unique Organisation name 
can't be guaranteed.This is the way to identify an organisation, which will be required for 
licensing and support purposes.The Id cannot be changed and can be viewed from the 
Organisation settings page.This will follow the format: xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx

5.3.組織の選択

A Cambrionix Connect account can be linked to multiple organisations.一度に 1 つの組織と、その

組織に関連付けられたハブにのみアクセスできます。From the Organisations page you can select 
any Organisation you are a part of and make that your current one.

5.4.組織のユーザー

You can have multiple users associated with an organisation.From the Organisations Settings 
page you can view all user accounts currently in your organisation.

5.5.Organisation invites

In order to add more user accounts to your organisation, you can send them an invite with an 
email address from the Organisations Settings page.
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Once you have invited a user to your organisation, they will need to navigate to the General 
Settings page and accept the invitation.
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6.Pages
Cambrionix Connect has several pages that can be accessed via the Navigation Panel of the 
application.Each page will give you access to different information and functions using the API 
and your hub.各セクションの簡単な説明を以下に示します。

セクション 説明

Dashboard An overview of connected hubs, API's and quick actions

台のデバイス 接続されたデバイスの概要

Hubs 接続されたハブの概要

Computers A list of host computers associated with your organisation.

設定 Settings for API, connected hubs and Accounts

だいたい Information on running versions of the API, Cambrionix Connect

Help Cambrionix に関する情報と Cambrionix サポート  センターへのリンク

These pages can be accessed by selecting the icon on the Navigation Panel.
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6.1.Dashboard
From the dashboard section, you can view all connected hubs and see the status of each 
hub.This is the default page of Cambrionix Connect but can also be accessed by clicking on 
'Dashboard' in the Navigation Panel.

Hubs

From a glance, you can see which hubs are connected to your Host Machine, what standard of 
USB cable is being used to connect the Hub to the Host, as well as a small icon of the hub itself.

You are able to click into any connected hubs to see further information about connected 
devices.

Computers

From the Dashboard section, you can see Computers connected to your Cambrionix Connect 
Account.You can select each Computer to navigate to the settings for that specific 
computer.The information available and settings are explained more in the Computers page.

Devices

You can see all devices linked to your active organisation from the Dashboard screen and the 
information relating to the device.More information on the devices can be found in the 台のデバ

イス page.

Quick Actions

From the Dashboard screen you also have a 'Quick Actions' section.This has some of the more 
common actions and sections for user's to be able to navigate around the application quickly 
from the 'Dashboard' section.
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6.2.台のデバイス

From this page, you can view and search for specific devices connected to a hub that 
Cambrionix Connect has access to.You can access this page by selecting 'Devices' on the menu.

You can see every device you have connected from the devices overview.This page can be 
viewed in list or tile view and can be filtered and viewed in different ways as seen in the 
Customisable Data Views and Advanced Filtering section.You can use filters to look at specific 
devices, so if you want only to view iPhones connected, you can filter for this.

From here, if you click into a connected device, you are then able to see a lot more detailed 
information about that device, you can also delete devices from cloud.

6.2.1デバイス情報

You can obtain information on a device and even more information if the host system has been 
has been trusted on initial connection.This can be done when you first connect the device to 
the host computer, a prompt will appear on the page, asking you to trust the device.デバイスを

信頼し、ホスト  システムとペアリングする方法については、個々のデバイスのドキュメントを参照してくだ

さい。

Without pairing, the following information will be supplied if available:

 l VID/PID

 l USB Serial (UDID)

 l USB location

 l Host computer

If you pair the device, this additional information will be supplied if available:

 l Device internal name

 l Device OS version

 l USB serial number

 l Devices Wifi Mac address

 l Battery health information (this will require iTunes or ADB to obtain this information)

 l Endpoints and endpoint memory used be the device

6.2.2チャート

From the device information page, if you have the Cambrionix Recorder service installed, you 
will also be able to obtain information on the device charging levels over time, along with the 
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device presence history.Please see API User manual for more information on the Recorder 
service

Connection health

This diagram displays the USB Connection of this device, there will be circles representing each 
node.You can hover your mouse over each node to see information and some information is 
represented by the colour of the node

Node Colour 説明

USB Node with no warnings

USB Node below capability

USB Node with error

Device Charging History

This is a chart will show the charging information over time for the specific device, if you were 
to move the device from one hub to another, the charging history will continue in this graph.

Device Presence History

This chart will show you how long the device is connected using a colour chart per day and 
month the colour guide on presence can be seen below

Under the chart there is a button you can press which will take you through to all the device 
presence information in a table format such as the below:

From here you can see the date and time of the attach or detach event the port number and 
serial number of the hub the device was connected or disconnected from.
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6.2.3Icons

Icons may be visible against your device

if you have the neccesary battery service running and the information can be collected from 
your device, you can find more information on battery services in the API 設定  section.

バッテリー アイコン 説明

バッテリ サービスが実行されており、デバイスがペア設定されています

バッテリ サービスは実行中ですが、デバイスはペアリングされていません

画像無し バッテリ サービスが実行されていません

If you have API version 3.19.0 then devices will be stored in the cloud, you will still be able to see 
the device information but an icon will be displayed whether the device is connected or not

Connection Icon 説明

Device is stored in the cloud and is connected

Device is stored in the cloud and is not connected or visible to the API

6.2.4Groups

You can view and assign groups to each device from the device page, more information on 
hardware groups on can be found in the manual section Hardware Groups (Licensed).

6.2.5Device User Assignment

With Cambrionix Connect, you can assign a device to a specific user within your organization, 
making it easier to track who is using each device.

To assign a user to a device, navigate to the User Assignment section and select "Add User to 
Device."A window will appear displaying all users within your organization, allowing you to select 
the user(s) you wish to assign the device to.

If multiple users share a device, you can assign more than one user to it.All assignments can be 
reviewed in the Organisations Settings section or on the device page.From there, you can also 
remove users who no longer require access to the device.
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6.3.Hubs
You can select a connected hub from the available list on the Dashboard page or by selecting 
'Hubs' from the Navigation Panel.

This page can be viewed in list or tile view and can be filtered and viewed in different ways as 
seen in the Customisable Data Views and Advanced Filtering section.

To obtain more information on the hubs, select one from this page and you'll be taken to that 
hub page.Once you have navigated to a particular hubs page, at the top of the page you'll see 
some options for:

 l Ports overview

 l チャート

 l ハブの詳細とプロパティ

 l Hub settings

6.3.1Ports overview
If you click on the Dashboard page on the Navigation Panel and select a hub, you will be taken 
to the Ports overview page.

最初にハブを選択すると、デフォルトでポートの概要セクションが表示されます。From this page you 
will have more detail on the hub and connected devices such as:

 l ポート数

 l デバイスの名前

 l デバイスのシリアル番号または UDID

 l 充電率  (mA)

 l USB information

 l Battery Health information

このページから、すべてのポートのポート  モードを個別に、または複数同時に変更できます。

ポートモード

さまざまなポート  モードを以下に示します。The port modes available vary between products.For 
more information, please see individual product user manuals at the below link.

www.cambrionix.com/product-user-manuals
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充電
特定のポートまたはハブ全体を充電専用モードにします (データなし)

接続、ハブは OEM 充電器をエミュレートします)

同期 特定のポートまたはハブ全体を同期モードに切り替えます

偏っ

た
デバイスの存在を検出しますが、同期も充電もしません

オフ
選択したポートをオンまたはオフにします (電源がなく、データ チャネルも開いていません。デ

バイスのプラグを抜いているように見えます)。

If you click on a device/port from this section you can see more information which is detailed in 
the 台のデバイス page.

6.3.2チャート

If you installed the Cambrionix Recorder service and the API, you can access charts and 
information on the hub charging performance and health.

If you click on the Dashboard section on the menu and select a hub, you will be taken to the 
Ports overview page.Select the chart symbol from this page in the top right corner to enter this 
section.

右上のドロップダウンを使用して、各グラフの時間スケールを調整できます。これは、30 分から 1 年まで

変更できます。You can use this to view historic charging information.

You can also zoom on the charts; this can be done by clicking on the Zoom button at the 
bottom of a chart and then dragging on the graph to select a specific period to zoom in 
to.Alternatively, you can use the scroll wheel on your mouse for fine-tuning.There is reset 
button for going back to the default view.

ハブの充電性能

このグラフには、ハブの充電情報が表示されます。グラフの Y 軸は充電電流  (mA) を示し、X 軸は時

間を示します。

このグラフを使用すると、接続されているさまざまなデバイスと、時間の経過に伴う充電率を確認でき

ます。A different coloured line will represent each device.

ハブの健康履歴

このグラフには、ハブの正常性の履歴が表示されます。このチャートには 2 つの異なる Y 軸があり、左

側は V 単位の電圧を示し、右側は摂氏温度を示します。X 軸は時間を示します。
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Using this chart, you can see the temperature of the hub, the 12V internal voltage and the 5V 
internal voltage.温度または電圧が特定のパラメータを上回ったり下回ったりすると、フラグが立てら

れ、ハブがオフになる場合があります。More information on exact values can be found in individual 
product user manuals, which can be found in the link below.

www.cambrionix.com/product-user-manuals

6.3.3ハブの詳細とプロパティ

Once you've selected a hub, you can click on the following symbol to be taken to the Hub 
details and properties page.

 

このページから、ハブに関する情報を表示できます。You can view the serial port connection the 
hub is currently using and the actual hardware information.

Serial port information

Variable 説明

コンピューター
The name of the computer as set by 

Cambrionix Connect

ポート
The port the hub is connected to e.g. 

COM17

状態 Whether the hub is active

Uptime Time since the hub was rebooted

Hardware information

Variable 説明

ファームウェアの種類 The type of firmware used by the hub

メーカー名 The Manufacturer of the hub

ファームウェアのバージョン
The Version of firmware installed on the 

hub

ブートローダーのバージョン
The Bootloader version installed on the 

hub

グループ The Group associated with the firmware
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You can now see the Hub Sensors for 'Temperature', 'External Voltage' and 'Internal Voltage' 
from the Hub Details page.

6.3.4Hub settings
If you click on the Dashboard section on the menu and select a hub, you will be taken to the 
Ports overview page.You can select the cog symbol at the top of this page to enter this section.

The hub’s settings can be accessed and changed from this page.Available hub settings differ, 
per hub, so only the applicable settings for that type of hub will be visible.For a list of settings 
applicable to each product, please see individual product user manuals.

www.cambrionix.com/product-user-manuals

You can also delete hubs from cloud from this section.if the hub is removed it will be removed 
permantly, if the hub is there it will be added to cloud again when the hub API discovers all 
connected hardware.

6.3.5Groups

You can view and assign groups to each hub from this page, more information on hardware 
groups on can be found in the manual section Hardware Groups (Licensed).

6.3.6Internal hub settings

設定テンプレートをローカルに保存し、内部設定から読み込むことができます。You can also export 
the configuration string to the clipboard and import a configuration string from the clipboard as 
well if you wish to copy settings between different hubs and host machines.調整可能な設定

は、下の表で確認できます。

設定名 説明
デフォル

ト値

ローカ

ル名

オプション、「ローカル名」はユーザーが設定します。31 文字の制限。この名前

は、設定されている場合、デバイスのシステム情報に表示されます。
空の

テーブル6-1 

© 2025-06 Cambrionix Ltd. All rights reserved. JA

https://www.cambrionix.com/product-user-manuals


設定名 説明
デフォル

ト値

取り付

け閾値  
(mA)

The attach threshold refers to the current level (mA) at which the hub 
detects that a device, such as a phone, has been connected to a port.In 
some cases, the threshold may need to be increased—for example, when 
using a cable with LEDs or other electronics that draw additional power, or 
when the device is enclosed in a third-party sled, holder, or case (such as a 
battery pack) that contains electronics or supports charging pass-through.

If the attach threshold is set too high, the hub may fail to detect that a 
device is connected.Conversely, if it is set too low, the hub might 
mistakenly detect a connection due to the power draw of the cable 
itself.Adjusting the threshold appropriately ensures accurate device 
detection while avoiding false positives or missed connections.

10

充電閾

値  
(mA)

充電しきい値は、デバイスが充電されている可能性があるかどうかを判断する

ために使用されます。消費電力がこのマークを2分間下回ると、充電フラグが設

定されます。

100

最大内

部ハブ

温度

( ℃ )

ポートのシャットダウン前の最高温度を設定します 70

ポート

マッピン

グ

ポートの順序をデフォルトから変更する 順番

デフォル

トのプロ

ファイル

特定のポートのデフォルト  プロファイルを変更します。デフォルト操作には 0 を使

用
0

ポート

常時オ

ン

接続ステータスに関係なく、常に電力を供給されるポートを構成します。これ

は、デフォルトのプロファイルと組み合わせてのみ使用する必要があります
オフ

シンクロ

チャー

ジ

ポートごとに CDP* を有効にする の上

テーブル6-1 
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設定名 説明
デフォル

ト値

代替充

電モー

ド

Enable alternative method CDP* to support some hardware, and increase 
the device charging.そのポートの Sync Charge が無効になっている場合、これ

は効果がありません。

の上

ディスプ

レイ

モード

拡張LEDを備えたハブの表示モードを変更する

電流  
(ミリアン

ペア)

フラグ さまざまなフラグを変更する

何も選

択され

ていま

せん

スタッ

ガー遅

延  (ms)

ホストが検出されたとき、またはモードが同期に切り替えられたときに、ポートが

オンになる間に遅延を導入します。0-9999 ms
3000

スタッ

ガーオ

フセット  
(ms)

ずらしたプロセスを開始する前に追加する追加の遅延。0-9999 ms 0

テーブル6-1 

*Charging Downstream Port (CDP) が有効になっているということは、ポートがデータの転送とデバイス

の充電を同時に、単なるデータ同期よりも高い電流で実行できることを意味します。With CDP 
enabled the hub can supply up to 1.5 A

CDP を無効にすると、「This Hub has the Charge Downstream Port UCS mode disabled.This could 
limit the maximum current seen on some ports.” This notification is there to ensure you haven’t 
turned this off by accident and can still have the highest charge available.

© 2025-06 Cambrionix Ltd. All rights reserved. JA



6.4.Computers
このセクションでは、組織に接続されているコンピューターを表示および管理できます。You can access 
this section by selecting the computers section in the Navigation Panel.

You will see a list of computers that can be managed along with the logo of the operating 
system of that computer.When you select a computer, you can see the details of that 
computer including:

 l IP Address

 l Domain Name

 l Operating System

 l CPU Brand

 l CPU Architecture

 l CPU Cores

You will can also see the different API services running on that computer the status of the 
Service and the version of that service.You can click on one of the services to be taken to the 
API 設定  page of that service.

From here, you are also able to view all connected hubs and devices to that computer.By 
clicking on any connected Computer under this section, you will notice a settings bar with the 
following options:

 l Computer details and configuration

 l List of ports with attached devices connected to this computer

 l List of hubs connected to this computer

The Computer Details section is the landing page and if you click over to either the Ports or 
Hubs section, you are able to manage your hubs and devices.

Cambrionix Recorder service

Host API 接続でグラフとログ情報を使用する場合は、Recorder API 接続を接続する必要がありま

す。To install the Recorder API onto your host computer, you must ensure this optional service 
is installed when installing the Cambrionix Hub API (This is selected by default).
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Cambrionix Workflow API

If you wish to make use of Workflows (Licensed) within Cambrionix Connect you will need to 
configure and add the Workflow API to your computer in the same way you add the 'Cambrionix 
Hub API' and 'Cambrionix Recorder Service'.You can download the 'Cambrionix Workflow API' by 
downloading the 'Cambrionix Host Manager' and the Worklow API will be bundled with the CHM.

6.4.1API 設定

When you navigate to the Computers page, you will see a list of all available APIs.API を管理する

には、リストから API を選択する必要があります。You can navigate to this page by selecting 
'Computers' in the Navigation Panel and then clicking on your connected API.

Overview of API's

From the overview you can see the following information

 l Status Colour

 o Green = The API is connected and you have an appropriate license.

 o Orange = The API is connected and you don't have an appropriate license.

 o Red = The API is not connected.

 l バージョン

 o The version information of the API

 l Certificate information

 o The following symbol will show if there is no certificate or the API is unable to get 
the certificate information

Individual API settings

Once an API is selected, you can then click on the settings page for that API.以下の情報を変更

できます。
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名前 説明

コン

ピュータ

ネーム

This is the name you will see as a description for the host computer on your 
Cambrionix Connect Account.デフォルトはホスト名です。

住所
This is the URL of the API; the URL will be read from the local computer when the 
API is added to your account.A custom URL can be entered if required.

ポート

これは、API が接続するポートです。As default this is 43427 it should not normally be 
changed.This is for advanced use and complex networks with restrictions on which 
ports can be used.The port number used must match that of the connected API.

Once you have changed the above values, you must press the save button for these changes to 
take effect.You can press the revert button to return to the previous settings.You can press the 
remove API button to remove an API from your organisation.You can also deactivate the host 
computer associated with an API, meaning an API can only be connected to a local host 
machine.

バッテリーサービス

If you have iTunes installed, Apple devices (macOS has the service pre installed for Apple 
devices) or an adb server running on your host, you will be able to obtain battery information on 
connected devices.バッテリー情報を取得する間隔メッセージの間隔を秒単位で変更することにより、

バッテリー更新情報の設定を調整できます。同時に実行できるバッテリー更新の数を変更することも

できます。

API Logging

The API can generate logging information for all USB events and store information on what has 
happened, along with specific hardware information.This is useful for troubleshooting any 
issues encountered with the API and capturing any faults or issues.You should use full logging 
when obtaining logs for support unless otherwise instructed, once you have enabled logging 
and the event has taken place zip the logs to send through to Cambrionix for investigation.zip 
ログ ボタンは現在、デスクトップ バージョンでのみ使用できます。

Once you have obtained some logs you will need to send them to Cambrionix, ensure they are 
zipped so that if the files are large, they can still be sent over.If the files are still too large, then 
please use an online drive that Cambrionix support can have access to or send via a file transfer 
service.
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Certificate

From the API settings page you can view information on the certificate assigned to the API.For 
more information on certificates and how to assign them to an API please see the デジタル証明

書  section.
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6.5.設定

を使用して、いくつかの異なる設定を管理できます。 Cambrionix Connect .You can access this 
page from the Navigation Panel.それらは他のページに分かれています:

 l 一般設定

 l Organisations Settings

 l RFID設定

 l Hub Templates

 l Developer Settings

 l 動的ハブ設定

 l ファームウェア

 l テスト

6.5.1一般設定

You can manage and view the general settings from this page, these settings will be saved to 
your account if signed in, if not signed in these settings will be saved locally.You can navigate to 
this page by selecting the settings in the menu and then selecting 'General'.

Updates

This is only applicable to the downloaded version of Cambrionix Connect.You can manage how 
Cambrionix Connect manages updates, you can select to check for updates on initial launch of 
Cambrionix Connect, at a scheduled time that suits you or manually when you want to check 
for yourself.You can also select a channel for which version of Cambrionix Connect you wish to 
download and install.You can select a legacy version of Cambrionix Connect the full release 
version or the Beta version.

Notifications

管理される通知は次のとおりです。

 l API 切断

 l RFID イベント

 l Available Software Updates

 l 利用可能なファームウェアの更新
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In this section, you can also select 'View Organisation User Settings'.From here, you can enable 
or disable the notifications you wish to receive.Refer to the Email Notifications for more 
detailed information.

Theme selection

このページから、テーマを選択することもできますCambrionix Connect 、アプリケーションの外観を視覚

的に変更します。

Theme 説明

Default This will match the OS theme

Light
This is a white background for 

typical use

Dark
This is a black background for less 

eye strain in lower light

Join another organisation

If you are joining another organisation you will need a user from that organisation to invite you 
from the Organisations Settings page.Once invited you will find the invite at the bottom of the 
general settings page, once you have accepted the invitation you will then be able to select 
that organisation as your active one.

6.5.2Organisations Settings

From the Cambrionix Connect Organisations settings page, you can view and manage your 
Organisation’s information.For more information on organisations please see 組織  section.You 
can navigate to this page in the Navigation Panel.

Your organisation

If you have the appropriate permissions to do so, from this section you can;

 l View the current organisation selected

 l View your organisation Id

 l Change the name of your current organisation

 l Leave the organisation

 l View your license status

 l Manage organisation users
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 l Manage users and roles (see Roles (Licensed) section for more info)

 l Manage and view user device assignments (see 台のデバイス section for information on 
assigning users to devices)

 l Manage and view locations (see Locations (Licensed) section for more info)

 l Manage and view metadata (see Metadata (Licensed)section for more info)

 l Manage and view hardware groups (see Hardware Groups (Licensed) section for more 
info)

 l Manage Email Notifications (see Email Notifications section for more info)

 l View and Manage Audit Logs (see Audit Logs section for more info)

Manage users

From this section you can view organisation users information such as;

 l Given name (first name)

 l Surname (last name)

 l User Id

 l Email address

You can also remove users from your organisation or change their user role/permissions.

Invite users to your organisation

To be able to add users to join you organisation you will need to send them an invite.There is a 
section at the bottom of the page to send invites, once clicked you will then be given a prompt 
to input their email and assign them a role for the organisation.The invited user will need to 
accept the invite from the Organisations page.

6.5.3RFID設定

RFID (Radio Frequency Identification) は、ワイヤレス通信の一種です。The Cambrionix API is 
capable of managing RFID detection events and can be used to store information about RFID 
cards.You can access the RFID settings by selecting settings and then selecting RFID ( Settings 
/ RFID)

Currently, the API only deals with the RFID reader in the ModIT Boss module.これは RFIDeas モデ

ル: RDR-80581AK0 です。このページのCambrionix Connect RFIDリーダーやAPIから取得した情報を

管理します。
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The first time you use an RFID card, you must check the 'Enable RFID detection in the API' box 
so that Cambrionix Connect and the API can see the initial RFID event.RFID カードをスキャンする

と、リストに表示され、カードの名前と、カードがスキャンされたときに実行する動作を選択できます。

カードをスキャンして設定したら、設定をエクスポートして、他のバージョンのCambrionix Connect同じ

設定を維持できます。

6.5.4Hub Templates

From this page, you can mange the templates for the Hub settings.The templates are saved 
locally.You can access this page by selecting settings in the Navigation Panel and then selecting 
'Hub Setting Templates'.

Editing Templates

The first template you create will need to be done through the Hub settings.Once the template 
is created navigate to this page and you can edit the information.You can change the name of 
each template by selecting the name and typing in a new one.You can edit the settings by 
selecting the pencil icon next to the delete icon.

Once you have the editing window open you can view all the Internal hub settings and amend 
each settings, once you have finished making any changes you will need to press 'OK' which will 
close the editing window.Remember to click save after closing the editing window or the 
changes will be lost.

Copying Templates

From this page you can select a template and copy it.By selecting the tick box next to the 
name, the 'COPY' button below will become active.Click this to make a copy of the template 
appear underneath.Again, remember to click save once you have created copies or navigating 
away will delete the copy.

Deleting Templates

You can delete any stored templates by pressing the delete icon.Ensure you click save after 
deleting a template, or it won't actually be deleted.

6.5.5Developer Settings

You can use these script pages to send commands through the Host or Recorder API to the 
selected hub(s) or computer(s).You can navigate to this page by selecting settings in the 

© 2025-06 Cambrionix Ltd. All rights reserved. JA



Navigation Panel and then 'Developer'.

From the Developer settings you will be able to access the scripting pages for the installed 
API's.The API scripting pages are listed below.

 l Hub API

 l Recorder API

Hub API

The two methods of communication supported from the script page are JSON and the 
Cambrionix CLI.

If you wish to have detailed information on scripting and the commands/ methods that can be 
sent with the API and the Cambrionix CLI, please see the specific software user manuals, which 
can be found through the below links.

www.cambrionix.com/cambrionix-cli

https://www.cambrionix.com/cambrionix-api

ページの右上に、2 つのドロップダウンがあります。One is to select which hub you wish to send 
commands to, and the other is to choose between JSON and the Cambrionix CLI.

Once you have chosen a hub and a method of communication, you can write your script or use 
one of the pre-made examples in the drop-down.Once you have written or selected a pre-made 
script, press the 'RUN' button.You will then receive the response to the script in the window 
below your initial script.

If you wish to send commands to a computer then you will need to select a hub that is 
connected to that computer.Any commands then sent will be sent to that computer, for 
example if you wish to find details on the USB tree for a specific computer.

Recorder API

If you selected to install the 'Recorder API' along with the 'Hub API' (this is selected by 
default) then you will be able to access more historical information such as battery health and 
device presence.

From this section you can send queries directly to obtain information.There is a drop down to 
select the 'Recorder API' you wish to communicate with, this list will be populated with all the 
API's in your organisation.You can type your own script or there is also a drop-down to select 
some pre-made scripts with legacy queries.Once you have written or selected the script you 
can then run the query using the 'Run Query' Button.
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6.5.6動的ハブ設定

From this page, you can create and manage 'Dynamic hubs'.A Dynamic hub is a collection of 
hubs that Cambrionix Connect will treat as a single hub.You can navigate to this page by 
selecting settings in the Navigation Panel and then 'Dynamic Hubs'.

Creating a Dynamic hub

To create a Dynamic hub, you can drag and drop your chosen hub(s) from the 'Physical Hubs' 
section over to the 'Dynamic Hubs' section.Once you have grouped up the hubs you want into a 
Dynamic hub, you have the option to rename it and then remember to press save to store this 
as a Dynamic hub.
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6.6.ファームウェア

このページから、ファームウェアのバージョンと更新を表示および管理できます。You can access this 
page by going to Settings (in the navigation panel) and then 'Firmware'.

On this page you will see two sections.One for 'Cambrionix Hubs' and one for 'Preview 
Updates'.You can select the hubs you want to update in one section and select and update the 
firmware for the chosen hub(s) in the other.次の方法でハードウェアをフィルタリングできます。

フィルター 説明

タイプ Firmware type*

終点 コンピュータネーム

説明 ハブ名

*products and their firmware type below

ファームウェア 部品番号 商品名

ユニバーサル PP15S PowerPad15S

ユニバーサル PP15C PowerPad15C

ユニバーサル PP8S PowerPad8S

ユニバーサル SS15 SuperSync15

ユニバーサル TS3-16 ThunderSync3-16

頭いい TS3-C10 ThunderSync3-C10

ユニバーサル U16S スペード U16S スペード

ユニバーサル U8S U8S

PDシンク PDSync-C4 PDSync-C4

ユニバーサル ModIT-Max ModIT-Max

モーター制御 モーター制御盤 ModIT-Max

ハブの選択

最新バージョンのファームウェアを搭載していないハブは、ファームウェアのバージョン番号が赤色で表示

されます。ハブが最新の場合、ファームウェアのバージョンは青色になります。

You can select and update multiple hubs at once; you can see if it is selected as the box will be 
highlighted, and under the 'Preview Updates' section, you will see which hub(s) you have 
selected to be updated.
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ファームウェアの更新

Cambrionix Connect更新するファームウェアの最新バージョンを自動的に選択します。これは、ドロッ

プダウンを使用して、ハブにインストールするファームウェアを選択することで変更できます。We 
recommend always using the latest firmware version unless there is a specific reason not to 
update.

Once you have selected the hubs you wish to update and the firmware version to update, press 
the update firmware button, which will then run the process.Once updated, a tick will appear in 
the Update Preview section to show the update has been successful.

エラー

ファームウェアの更新を開始したら、ホスト  システムからハブを切断しないことが重要です。If you 
disconnect the hub while it's updating, then the hub will be in an unusable state.This state is 
called bootloader mode, which is a different piece of firmware used to launch the hub's 
firmware.If you get the hub stuck in bootloader mode then you will need to recover the hub 
using the Cambrionix Command line updater which can be downloaded from the below link 
along with the user manual.

https://www.cambrionix.com/cambrionix-clu
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6.7.テスト

Cambrionix Connectには、ハブをテストするためのテスト機能が組み込まれています。You can 
access this page from Navigating to Settings and then 'Testing'.

This is designed to ensure your hubs perform correctly and have no issues.この機能を使用して

実行されるテストを以下に示します。

テスト 説明

テスト  ハブ

の ID 応答

ハブが「id」コマンドに応答して適切な情報を返すことを検証します。これには、ファーム

ウェアのバージョンが 1.79 以上であり、正しいモードであることの確認が含まれます。

ModIT 
ゲート構成

接続されたハブがロック可能なゲートを備えた ModIT Pro である場合、このテストは構

成が正しいことを検証します。

ModIT 
ゲート  エク

ササイザー

接続されたハブがロック可能なゲートを備えた ModIT Pro である場合、このテストは、

それらが予想される時間内に開閉すること、および現在の引き込みが妥当な制限内

であることを検証します。

ハブの正

常性の検

証

Validate that there are no hub error flags set

ハブ設定 ハブが「settings_display」コマンドに応答して適切な情報を返すことを確認します。

ポート  ヘル

スの検証
Validate that there are no port error flags set on individual ports

USB の検

証
ハブの USB 機能を検証する

API 検証 API が機能しており、他のテストに適したバージョンであることを検証します

テスト  セクションには 3 つの異なるページがあります。

 l Test Selected Hubs

 l Automatic Testing

 l 構成

Test Selected Hubs

Using this first page, you will be given a list of all connected hubs and can choose which hubs 
you wish to test.Once you have selected all the hubs you want to test, press the go button, and 
they will begin.
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Automatic Testing

自動ページを使用すると、そこに移動するとすぐに、接続されているすべてのハブですべてのテストが実

行されます。ビューは選択したものと同じですが、テストする特定のハブを選択するオプションはありませ

ん。

If you click on the down arrow on the menu, you will be shown each test that has been 
performed and the status of the test.すべてのテストが完了して合格すると、進行状況バーが左か

ら右に進み、緑色に変わります。いずれかのテストが失敗すると、バーが赤くなります。

構成

[構成 ] セクションでは、自動モードと選択モードで実行するテストを選択し、テストが成功したと見なさ

れる値を構成することもできます。3 つのテストの値を修正できます。

 l テスト  ハブの ID 応答

 l 最小ファームウェア バージョン

 l 最小ブートローダー バージョン

 l ModIT ゲート構成

 l ストール設定

 l モーター制御ファームウェアの最小バージョン

 l ModIT ゲート  エクササイザー

 l フェイル リミット

 l 反復

 l 最大電流

 l 最大遷移時間
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6.8.だいたい

From this page, you can see various pieces of information about the APIs and Cambrionix 
Connect.You can navigate to this page by selecting 'about' on the Navigation Panel.

You can see the version of the local API that is running alongside the version of Cambrionix 
Connect.

There is a link to be able to download and view the Cambrionix Hub API User manual.

https://downloads.cambrionix.com/documentation/en/Cambrionix-Hub-API-User-Manual.pdf

There is a link to be able to download and view the Cambrionix Connect User manual.

https://downloads.cambrionix.com/documentation/en/Cambrionix-Connect-User-Manual.pdf

Below the 'About' section on the Navigation Panel, there is also a 'Help' button to take you to 
our support centre should you ever need any assistance.

Cookies

Cambrionix uses cookies necessary for features including optimisation and performance.You 
can find information on the cookies included on this page, they are also listed below.

Cookie Name 関数 Duration 説明

msal Authentication Session

Used by the Single 
Sign-on service 

(SSO) to generate 
a user session 

cookie

From this page you can also view company information for Cambrionix;

 l Contact information

 l Social media links

 l Company number

 l VAT number
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6.9.Help
By selecting the help page on the menu you will be taken to Cambrionix Support centre.From 
the support centre you can;

 l Get technical support for Cambrionix hardware and software

 l Suggest a new product

 l Suggest a new feature for Cambrionix hardware and software

 l Suggest an improvement to existing Cambrionix hardware and software

サポートに連絡する際は、問題のハブの製品情報を提供してください。これは、ユニットの下側または

背面にあるデバイス情報プレートに記載されています。Providing serial and Purchase order 
numbers, can help identify your specific product and speed up the process.

With any hardware support we recommend first checking the troubleshooting section in the 
products user manual.

Cambrionix Product User Manuals: www.cambrionix.com/product-user-manuals

Cambrionix Support Portal: https://support.cambrionix.com/

© 2025-06 Cambrionix Ltd. All rights reserved. JA

https://www.cambrionix.com/product-user-manuals
https://www.cambrionix.com/product-user-manuals


7.Customisable Data Views and Advanced Filtering
The Cambrionix Connect application provides a highly customisable and user-friendly 
experience for managing and viewing information.Each table of data can be displayed in various 
formats, allowing users to tailor the presentation to their specific needs.Columns can be 
selected to be visible or hidden, giving complete control over the information displayed at any 
given time.Users can also adjust the density of the data view, making it possible to choose 
between a more compact layout for a high-level overview or a more spacious format for 
detailed analysis.

To further enhance usability, powerful custom filtering options are available, enabling users to 
isolate and focus on specific subsets of data quickly and efficiently.Once tailored to their 
requirements, users can export all or filtered data as a CSV file, ensuring seamless integration 
with external tools and workflows outside the application.

7.1.Different views

There are two different views that can be used within the Cambrionix Connect application:

'Card view'

'Table view'
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7.2.Filtering

You can filter the information in a variety of ways, from 'Table view' you can select 'Columns' 
and select and de-select columns that you wish to have visible or not.

This advanced filtering interface is designed to allow users to create custom queries and refine 
datasets based on multiple conditions.It provides a flexible and user-friendly approach to 
narrow down large amounts of data to meet specific requirements.

Creating Filters

There are two different ways that you can create a filter, you can either just open up the filter 
menu and start adding in conditions to filter the view you currently have, or you can create a 
'Saved Filter' which will save to your current organisation for any users to use going forward.

To start creating a filter you will need to select 'Add a new Condition' you will then have a new 
condition added to your filter.Each condition consists of three components:

Component Description

Field
A dropdown menu where users select the data attribute or column they want 
to filter, such as "Id" or "Connection Status."

Operator
A dropdown menu defining the logic for filtering, such as "Equals," "Contains," 
or "Does Not Equal."

Value
A text box where users enter the specific value or criteria they are targeting, 
such as a specific ID number or status.
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To create more complex queries, users can click the "Add new condition" button, which adds 
another row to the filter configuration.Each condition can also be individually deleted using the 
trash bin icon, ensuring users can easily modify or remove unwanted conditions.

At the bottom of the interface, there are two action buttons:

Action Description

Apply
Executes the filter and refines the displayed dataset based on the conditions 
specified.

Close
Closes the filter interface without applying any changes, allowing users to exit 
without affecting the data view.

There is also the option of selecting the plus symbol next to the dropdown which will then add 
the filter as a 'Saved Filter' for use within your organisation.
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8.デジタル証明書

You will require a secure connection to access APIs connected to your network.安全な接続を行

うには、デジタル証明書が必要です。A digital certificate is a file or electronic password that 
proves the authenticity of a device, server, or user.This helps Organisations ensure that only 
trusted devices and users can connect to their networks, only a single certificate configuration 
is supported.

You must supply a certificate and private key to the API to create a secure connection which is 
called an SSL (Secure Sockets Layer) connection.An SSL protocol establishes authenticated and 
encrypted links between networked computers.Once you have an SSL connection, you can 
connect outside of localhost (the machine the API runs on).Without this certificate, the API will 
only listen for connections from the local host.External connections will only be allowed if they 
are secure (HTTPS or Secure WebSockets).

The identity the API is running as will need access to the files to use them, so the certificates 
must be stored in an accessible folder or library.

用途に適した証明書を提供するかどうかは、ユーザー次第です。Some providers are

 l コモド

 l デジサート

 l 識別信頼

 l グローバルサイン

If a certificate authority used is not recognized by the browser, then this will have to be 
handled dependant on the browser that is being used.You will need to sign your certificate with 
your own certificate authority and adding that to your application or browser.

Google Chrome では、このガイドを使用できます。

Firefox では、このガイドを使用できます。

Safari では、このガイドを使用できます。

If you wish to use different browsers you will need to find their guides to be able to setup.

8.1.Adding a certificate

To add a digital certificate to your hub's API, the simplest method is through the Cambrionix 
Connect application.Navigate to the API 設定  page, where you will find a certificate section 
with blank fields for the certificate and key.Paste the contents of the certificate and key into 
the respective fields, then click the Add Certificate button to assign the certificate to your API.

Alternatively, you can also add a certificate directly using API methods, which are detailed in 
the Cambrionix Hub API User Manual.
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9.ネットワーキング

If your network has restrictive firewall or proxy server settings, you or your network 
administrator will need to whitelist certain domains and IP address ranges to ensure that 
Cambrionix Connect and its related services work as expected.

9.1.ドメイン名

Cambrionix Connectサブドメインのレベルが異なるドメインを使用します。For it to operate correctly, 
please allow these first-party Cambrionix domains and their levels of subdomains.これらのドメイ

ンは、Cambrionix によって直接運営および管理されています。

ドメイン 目的

*.connect.cambrionix.com
Cambrionix Connect web application and required 
functional services

*.downloads.cambrionix.com Cambrionix Connect retrieves firmware from this location.

ドメインを許可するときは、アクションが直接のサブドメインだけでなく、トップレベル ドメインと複数レベ

ルのサブドメインを許可することを確認してください。

たとえば、 *.connect.cambrionix.comの許可エントリは、 server1.connect.cambrionix.comと

server2.connect.cambrionix.comの両方を許可する必要があります。

さらに、サブドメインだけでなく、トップレベル ドメイン自体も許可されていることを確認してください。たと

えば、 *.connect.cambrionix.comは、 server.connect.cambrionix.comとconnect.cambrionix.com
の両方を許可する必要があります。

9.2.IP アドレス範囲

Cambrionix Connect固定の IP アドレスを持っていません。代わりに、定義された範囲の IP アドレスを

使用します。アクセスを維持するには、以下に説明する IP 範囲を許可リストに登録する必要がありま

す。 Cambrionix Connect .

現在、サード  パーティ (Microsoft Azure) から提供された IP アドレスを組み合わせて使用しています。

ネットワークの制限を確認し、それらを更新して、 Cambrionix Connect意図したとおりに動作します。

IP 範囲は、クライアント  (ブラウザーなど) からの要求の受信と応答の両方、およびユーザーに代わって

インターネットへの接続  (Webhook やアプリケーション機能など) を行うために使用されます。

許可リストに登録する IP 範囲のリストは、公式  Microsoft ダウンロード  センターのAzure IP 範囲のタグ 
'AzureFrontDoor' を持つ範囲です。
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9.3.Connecting from outside your network

You may wish to connect to hosts outside of your local network.One way to do this would be to 
enable port forwarding.You or your network administrator will need to set this up on your public 
facing router.

Port Forwarding

Port forwarding allows remote computers to connect to a specific computer or service within a 
private network.This will need to be set up on the router that the host system is connected to.

You will need to access the router settings to set up port forwarding.To access your router 
settings, you will need to find the default address for your router and enter it in a web 
browser.You will then need to log in to the router's user interface using the admin username 
and password.If you have not changed the username and password, you will need to use the 
default username and password, which will be listed in your router's user manual or online 
documentation.

Once you are in the router settings you will need to access the Port forwarding section which is 
usually found in the advanced settings section, this is different for all routers but you should be 
able to find information on accessing this section through your router’s user manual or online 
documentation.

Once you are in this section, you will need to set up a custom port forwarding rule using the 
following information:

 l Name - This is the custom name you can enter to easily identify the rule

 l Type - We recommend using "Both" or "TCP/UDP" dependant on your router

 l Inbound - This is the port number, you should check this port number is not currently 
being used before defining it

 l Private or End - Enter the same port number as Inbound

 l IP Address - This will be the IP address of the host computer with the API running, this 
should be made a static IP address to avoid any conflicts in the future

The Default port the API runs on (when a digital certificate is assigned) will be: 43424.

There are lots of guides online for each router and also guides on setting up port forwarding.If 
you are unsure how to perform this function, we recommend reading some documentation.For 
example, more information can be found here.
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10.Roles (Licensed)
Roles allow you to define and assign specific sets of permissions and privileges within an 
organisation, enabling precise control over access to resources and functionalities.By creating 
custom roles, organisations can manage access levels for different groups, services, and 
system functions based on their specific operational needs.

A sufficient Cambrionix Connect License is required to use this feature.Currently, the license is 
not available, but it will be coming soon.If you are interested in using this feature once the 
license becomes available, please contact enquiries@cambrionix.com.

Custom roles provide several key benefits:

 l Security: Assigning permissions based on roles ensures that only authorised individuals or 
services can access specific resources, reducing the risk of unauthorised access, data 
breaches, or accidental misuse.

 l Control: Defining roles allows organisations to enforce separation of duties, ensuring that 
each entity can perform only the actions permitted within its assigned role, minimising 
errors and maintaining compliance.

 l Scalability: As organisations grow and evolve, custom roles make it easier to manage 
permissions, allowing for seamless adjustments to accommodate new structures and 
operational changes without compromising security or functionality.

Roles

Within your organisation, each group or service can have multiple assigned roles, allowing for 
flexible and structured access management.By default, the following roles are available for 
assignment:

Role Description

Member Can read everything and view all information, but cannot make any changes.

Contributor Can perform all actions except manage/ invite users to the organisation.

Owner Can perform all actions in the organisation.

10.1.Creating custom roles

You can create custom roles for your organisation by navigating to "Manage Roles" and 
selecting the "Create Role" button.

Note: This option will only be available in Cambrionix Connect with the appropriate license.
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Basics

When you initially create a new role you will need to input some basic information such as the 
name of the user role and a short (optional) description of the role to help identify the specific 
role and its permissions.

権限

割り当て可能な各権限のリストは以下に記載されています。

権限グループ 権限 説明

API

ホスト  API サービスに関連する

権限

API.読み取り
ホスト  API サービスによって提供されるデータを

読み取ります。

API.書き込み
ホストAPIサービスを介して更新/作成/削除アク

ションを実行する

API.管理者
ホストAPIサービスを介して管理アクションを実行

する

組織ユーザー

組織ユーザーに関連する権限

ユーザー.読み

取り
組織ユーザーを読む

ユーザー.書き

込み
組織ユーザーの更新

ユーザー.削除 組織ユーザーを削除する

組織の役割の割り当て

組織の役割の割り当てに関

連する権限

ロール割り当て.
書き込み

ユーザーに役割を割り当てたり削除したりする

組織の招待

組織ユーザーの招待に関連

する権限

招待する。書く 組織にユーザーを招待する

招待する。読む 組織ユーザーの招待を読む

招待 .削除 ユーザーの招待を削除する

組織のカスタムロール

組織のカスタムロールに関連

する権限

カスタムロール.
書き込み

組織のカスタムロールの作成/更新/削除

カスタムロール.
読み取り

組織のカスタムロールの読み取り

カスタムロール

の削除
組織のカスタムロールを削除する
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Review

Once you have completed the basic information and selected the permissions required you will 
then have the opportunity to review the information before creating the role.
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11.Audit Logs
Audit logs are records that provide a detailed account of activities and events related to a any 
change made inside an organisation.They ensure accountability, maintaining security, and 
facilitating compliance within the organisation.These logs can include a variety of data points, 
such as user activities, system changes, access events, and security incidents.They serve as a 
historical record that can be reviewed to track the actions of users and systems over time.For 
more information on what events are recorded with the Audit logs inside Cambrionix Connect 
please see the individual API manuals for more details.Your audit logs are available for 7 
days.Changes to your log duration only affect new logs.

Key Purposes of Audit Logs

Security 
Monitoring

Help detect unauthorised access or suspicious activities by recording login 
attempts, access to sensitive data, and changes made by users

Compliance
Many industries are subject to regulations that require organisations to 
maintain audit logs for accountability and regulatory compliance.

Analysis
Help investigations into security breaches or incidents by providing a 
detailed time-line of events leading up to an incident.

Operational 
Oversight

Help organisations monitor and optimise system performance, user 
activities, and workflows by analysing usage patterns.

Accountability
Ensure that users are held accountable for their actions within a system, 
promoting responsible behaviour

You can navigate to the audit logs by selecting the organisation for the information you want to 
view.Once in the organisation page you can select 'View audit logs' Once you have navigated 
into the audit logs you will see the logs and the following information

User Identifier The user who performed the action (username and user ID).

アクション The nature of the action taken (e.g., login, logout, data modification).

Resource The specific resource that was accessed or modified

タイムスタンプ The date and time when an event occurred.

View Click View to see more information on the specific log
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This view can be filtered and sorted dependant on the users preference.

設定

If you want to amend the different events you wish to capture in the audit logs you can click 
through to the settings and use the check boxes to select/ deselect the different information 
you wish to log.
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12.Email Notifications
Cambrionix Connect includes an email notification feature, allowing users to receive updates or 
changes within their organisation via email.Notifications can be configured by an administrator 
or a user with the appropriate permissions.To manage notifications for an organisation, 
navigate to the organisation's settings page and select 'Manage Notifications'.

Once you access the notification management page, you will see a list of all notifications that 
can be managed within your organisation.The page displays the following information:

Enabled
A status colour indicator: red indicates "disabled", and green indicates 
"enabled".

Title The title of the notification

Description A brief description of the notification.

Severity The severity level of the notification.

Category The category of the notification.

View Click the 'Manage' button to edit the notification details.

When you select 'Manage' on a notification, you will be directed to the notification details 
management page.From here, you can:

 l Enable or disable the notification.

 l Specify who receives the notification based on roles.

 l Explicitly select individual recipients for the notification.

Each user can customise the notifications they receive by navigating to their 一般設定 .

A list of available notifications can be see below:

Notification Description

Organisation User Invite Accepted A user has accepted an invite to the organisation

Organisation License Expired A license has expired in the organisation

Organisation User Role Changed A users role has been changed

Organisation License Expiring Soon A license is expiring soon in the organisation
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Notification Description

Organisation Hub Firmware Updates 
Available

Firmware updates are available for hubs in your 
organisation

Organisation Device Firmware Updates 
Available

Firmware updates are available for devices in your 
organisation

Organisation User Invited Email template for organisation user invites

Organisation Service Added A service has been added to the organisation

Organisation User Invite Declined A user has declined an invite to the organisation

Organisation Computer Removed
A computer has been removed from the 
organisation

Organisation User Removed A user has been removed from the organisation

Organisation License Revoked A license has been removed from the organisation

Organisation Hub Added A hub has been added to the organisation

Organisation Service Removed A service has been removed from the organisation

Organisation License Issued A license has been issued to the organisation

Organisation Device Removed A hub has been removed from the organisation

Organisation Device Added A hub has been added to the organisation

Organisation Hub Removed A hub has been removed from the organisation

Organisation Computer Added A computer has been added to the organisation
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13.DFU Mode Management (Licensed)
DFU (Device Firmware Update) mode is a specialised, low-level mode on Apple devices such as 
iPhones, iPads, and MacBooks.This mode enables the device to establish a direct connection 
with your host without booting into the operating system or activating the bootloader.By 
bypassing these systems, DFU mode provides greater control over the device’s firmware and 
software, making it a critical tool for advanced troubleshooting, firmware restoration, and 
software modifications.

In order to enter DFU mode on devices, you are typically required to use specific button 
combinations and/or certain ports on a macOS device.However, with Cambrionix Connect, this 
manual process is no longer necessary.Using the Connect application, multiple devices can be 
placed into DFU mode with the simple push of a button or by sending an API command.

With Cambrionix Connect, this process can be performed both locally and remotely, providing 
total control over the devices in your fleet.This streamlined approach makes managing DFU 
mode efficient and scalable, especially in environments with large numbers of devices.

13.1.Key Features of DFU Mode

Bypasses the iOS Operating System

Unlike Recovery Mode, which loads a limited version of the iOS system, DFU mode bypasses 
both the iOS operating system and the bootloader entirely.This deeper level of access allows 
for more extensive operations, including complete firmware restoration or modification.

Enables Advanced Troubleshooting

DFU mode is a go-to solution for addressing complex issues that cannot be resolved through 
standard means:

 l Fixing Unresponsive Devices: It can be used to restore devices stuck in a boot loop, 
frozen screens, or other unresponsive states.

 l Factory Resetting Devices: DFU mode allows you to erase the device entirely and restore 
it to factory settings when Recovery Mode fails to work.

Facilitates Firmware Restoration

 l Reinstallation of Firmware: DFU mode allows you to reinstall the firmware entirely, which 
is particularly useful when the existing firmware is corrupted or malfunctioning.

 l Downgrading Firmware Versions: If Apple is still signing an older version of iOS, DFU mode 
can be used to downgrade to it, giving users more flexibility over their device’s software.
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Supports Custom Firmware Installation

DFU mode allows for the installation of modified or custom firmware, a feature often utilised by 
developers or advanced users seeking to customise their devices or explore additional 
functionality beyond standard settings.

13.2.DFU Mode Management in Cambrionix Connect

前提条件

In order to use DFU mode control you will require the following:

 l Cambrionix Hub API (at least V 3.24.0)

 l A sufficient Cambrionix Connect License is required.(To use this feature, you will need a 
license supplied by Cambrionix Ltd. Currently, the license is not available, but it will be 
coming soon.If you are interested in using this feature once the license is available, please 
contact enquiries@cambrionix.com.)

 l A Type-C Cambrionix Hub (such as the TS3-C10) with firmware of at least version 2.1.0

Putting devices into DFU mode

After meeting the necessary prerequisites, placing a device into DFU mode is a straightforward 
process.Begin by navigating to a compatible hub within the application and selecting the 
devices you wish to send the Enter DFU command to.

Once the devices are selected (and confirmed to be compatible), an Actions dropdown menu 
will appear next to the Port Mode dropdown.Opening this dropdown will reveal two options: 
Enter DFU Mode and Reboot Devices (Exit DFU Mode).
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Simply select Enter DFU Mode and then type in the confirmation phrase, and the command will 
be sent to all connected devices, enabling DFU mode with ease and efficiency.The name of the 
devices will change to show that they are now in DFU Mode.This streamlined method ensures a 
smooth experience for managing multiple devices.

Exiting DFU mode

To exit DFU mode, the device needs to be rebooted.This can be achieved using the same 
method as entering DFU mode, but instead, select the Reboot Devices (Exit DFU Mode) option 
from the Actions dropdown menu.

Once this option is selected, a command will be sent to all chosen devices, prompting them to 
reboot.The devices will then exit DFU mode and return to their normal state seamlessly.
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Device Compatibility

Apple devices with USB-C connections are expected to function seamlessly with this 
process.While other devices may also work, they have not been specifically tested by us, so 
compatibility cannot be guaranteed.

We have conducted thorough testing on the following devices and can confirm that the 
commands operate as intended.These verified devices provide a reliable foundation for 
implementing the process with confidence.For any untested devices, additional testing may be 
necessary to ensure functionality.

Device

iPhone 16

iPhone 16 Pro

iPhone 15

11-inch iPad Pro (M4) Wi-Fi

Apple iPad Air M2 11" (Wi-Fi Only)

*Further device testing will take place and this list will increase once validation has taken place
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14.Hardware Groups (Licensed)
One of the great features within Cambrionix Connect is being able to group specific hardware 
into groups.This means if you want to group specific devices or hubs and view them all at once 
this can be done easily within your organisation.

前提条件

In order to use Hardware groups you will require the following

 l Cambrionix Hub API (at least V 3.19.2)

 l The Host computers with the connected hardware to be added to your organisation

 l A sufficient Cambrionix Connect License is required.(To use this feature, you will need a 
license supplied by Cambrionix Ltd. Currently, the license is not available, but it will be 
coming soon.If you are interested in using this feature once the license is available, please 
contact enquiries@cambrionix.com.)

14.1.Hardware groups overview

To view and create hardware groups, first navigate to the organisation you wish to access.Once 
you have selected the organisation and clicked on its tile, you will then be able to click on the 
'Manage Hardware Groups' button at the top of the page.

Once through to the overview page you can view a list of current hardware groups, within this 
list you can see each groups Name, Description and ID.You can also create a new group from 
this page.

14.2.Creating Hardware Groups

Clicking on the 'Create Group' button on the hardware groups overview page will allow you to 
start the process of making a new group.

Firstly you will need to create a name and description for your group, we would recommend 
creating a unique recognisable name for your group as this will make it easier to assign 
hardware to the groups later.

Once you have added the name and description press the create button and you will navigate 
back to the group overview page and see the new group has been created.

14.3.Assigning hardware to groups

Once you have created a group you can then assign hardware to the group.To assign a hub to a 
group you will need to navigate to the Hub settings page.From here you can see a section called 
'Groups' and there is a dropdown box, if you click the down arrow you will see a list of available 
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hardware groups and can select the groups you want to add the hub to.You can assign a hub to 
multiple groups.

You can also assign devices to groups, to do this you navigate to the device page and similar to 
the hub use the dropdown box to assign a device to one or more groups.

14.4.Hardware Group Details

From the hardware groups overview page you can select an exsiting group and view the details 
of the group such as:

 l Details

 l Creation and Updates

 l 台のデバイス

 l Hubs

The details section is where you can view the Id, Name and Description of the group and edit 
the Name or Description.

Creation and Updates you can view the name and email address of the account that created 
the hardware group, you can also see the information on when the latest update took place and 
who peformed the update.

The Devices and Hubs section of the page is where you can view Names, Types and Ids of 
devices and hubs and also remove them from the hardware groups.
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15.Workflows (Licensed)
Workflows are a feature designed to run a series of tasks or actions based off of triggers within 
the Cambrionix Ecosystem.These can be set up to run on any host computer you have added to 
your organisation.

For example Workflows can be used to schedule turning off charging on ports where the 
connected device has reached a certain battery charging level to improve battery longevity.You 
can navigate to the workflow section by selecting the workflow icon in the side-menu bar which 
is indicated by the below symbol.

前提条件

In order to run workflows you will require the following

 l Cambrionix Hub API (at least V 3.15.2)

 l Cambrionix Workflow API (This is bundled with Cambrionix Host Manager)

 l Cambrionix Host Manager

 l The Host computer to be added to your organisation

 l The Cambrionix Workflow API added to your computer via the settings menu in 
Computers.

 l A sufficient Cambrionix Connect License is required.(To use this feature, you will need a 
license supplied by Cambrionix Ltd. Currently, the license is not available, but it will be 
coming soon.If you are interested in using this feature once the license is available, please 
contact enquiries@cambrionix.com.)

15.1.Workflows overview

Once you have navigated to the Workflows section you will land on the overview page, from 
this page you can view, edit and delete all current available workflows and create new 
workflows.For each workflow in the overview you can see the following information:

 l State

 l 名前

 l Created

 l Updated
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 l Computers

 l Actions

All of the workflows can be filtered and sorted in this view to see specific workflows.

State

This is a colour symbol to indicate the current state of the workflow, each colour represents the 
state of the applicable workflow.

色 説明

Grey The workflow is not enabled and will not be running on any computer

緑 The workflow is enabled and will be running on the computers it has been deployed to

名前

This is the name of the workflow, this can be edited from the Workflows setting section.

Created

This is to show how long it has been since the workflow was created e.g. "3 days ago"

Updated

From this part you can see how long it has been since any updates have taken place to the 
workflow e.g. "22 hours ago"

Computers

This will show how many computers the workflow is deployed to for example if a workflow is 
deployed to two different computers it will show the below symbol

Actions

These are the actions possible to perform on each workflow:
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アクション 説明

View View and edit the workflow settings

Edit Edit the workflow and any of the actions within it

Delete Delete the workflow, please not this cannot be undone

15.2.Workflow settings

If you select View in the Workflows overview this will take you to the settings of that particular 
workflow where you can view and edit the workflow details, manage the computers that a 
workflow is deployed to and view the details about each execution of the workflow.

This is also where you will 'Publish' your workflow, you can edit the actions or delete the 
workflow.

Details

From this section of the page you can view workflow ID, View and edit the Workflow name, 
Enable and disable a workflow, see when it was created and when the last time it was updated.

The name will default to your "organisation name workflow" but you can change this to be any 
name including upper and lower case characters and symbols.64 文字を超える名前はお勧めしま

せん。

Once a workflow has been published you can stop it from running by disabling it, this can be 
done by deselecting the enable slider so that it is not coloured.

There is a Notes section which you can use to write a description as to what the workflow does 
ot whatever notes you may find useful.This can include upper and lower case characters and 
symbols, this is also limited to 500 characters

You can also view the applications that the workflow will use.

Computers

From this section you can View and manage the Computers that your Workflow will deploy 
to.Computers must have the Cambrionix Workflow API installed to be able to run your 
Workflow.If you click on the 'Add & Remove Computers' button this will bring up a list of all 
available computers in your organisation.

When looking at the list of computers you will be able to select which computers you wish to 
deploy the workflow to by clicking the check box, if there is a yellow warning symbol this means 
that the computer does not have an active connection to a workflow API which may mean it 
hasn’t been installed on the computer or has not been added to the computer within the 
organisation.You can select the 'View Computer' button to see more information on the 
computer and configure the API's where required.
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Executions

This is where you can details about each execution of your Workflow.You will be given an 
Execution ID, the start and End time of the execution ( this will be displayed as "2 minutes ago", 
for more detail you can hover your mouse over the time to get exact date and time-stamp of 
the execution).You will also see the Computer this was run on, the status of the execution 
(which can be a tick for completed or a warning symbol if there was any issue) and a message 
to correspond to the symbol that is displayed for the Status.

All the executions can be filtered and sorted in this view to see specific events.

15.3.Creating and Editing Workflows

If you select 'Create Workflow' or select the edit workflow button you will be taken to the 
workflow editor.From this page you can view the actions on a workflow, add or remove actions 
and edit the function each action will perform.

Workflow Triggers

When creating a workflow you will automatically have a trigger action included.This is what will 
'trigger' the start of the workflow, the trigger will be based off of an application, a list of the 
applications that can trigger a workflow can be seen below:

Application 説明

Schedule Trigger the start of a workflow dependant on a time event

Once you have set the application you can define the event within the application which will 
start the workflow.For example using the 'Schedule' application for a trigger you can define 
when you want the workflow to run such as:

 l Every Hour

 l Every Day

 l Every Week

 l Interval

Once you have selected the event you can then configure the trigger to be an exact value.For 
example if you chose the event to be every week you can select what time you wish the 
workflow to start and which day of the week for it to be run on.
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Workflow Events

To add an event following a trigger there is a plus symbol below the last event or trigger.Once 
you have added an event you can select the App you wish to use to run an event the 
applications available for events can be seen below:

Application 説明

Cambrionix Hub API Events for interactions with the Cambrionix Hub API

Once you have selected an application for the event to use you can then define what the event 
you wish to take place will be.For example using the Cambrionix Hub API application you can 
select the following events:

 l Switch all ports off

 l Switch all ports On

 l Switch all ports off when charged

 l Switch all ports to Charge mode

Once you have selected an event you can then configure the event.For example using the 
'Switch all ports off when charged' Event you can select the charge level you wish to be used to 
turn the ports off.

You can add as many events you would like following a trigger but can only have one trigger per 
workflow, you can use the workflow editor to delete any events you do not wish to have in the 
workflow.

15.4.Publishing Workflows

Once you have built your workflow you will need to press the publish button either in the 
workflow editor page or from the workflow settings page.Once published this will then be 
available for any of the host computers in your organisation to use it.You can assign the 
computers you wish to run the workflow from the workflow settings page.The workflows will 
not run until you have also Enabled the workflow from the settings page as well.

Once this is done the workflows will automatically run on the selected computers when the 
trigger events occur as you have specified.
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16.Locations (Licensed)
A key feature of Cambrionix Connect is the ability to create and manage locations within your 
organisation.These locations can be assigned to specific computers, which in turn are linked to 
any connected hubs and the devices attached to those hubs.By setting up these locations, you 
can improve the organisation and oversight of your devices across multiple computers and 
hubs, making management more efficient.

When a location is assigned to a computer, any hub connected to that computer is 
automatically associated with the same location.This ensures that all devices connected to the 
hub are correctly categorised and managed within the defined location.This feature not only 
streamlines device tracking but also enhances control over asset allocation, making it easier to 
monitor devices within your organisation.

前提条件

In order to use locations you will require the following:

 l Cambrionix Hub API (at least V 3.22.0)

 l The Host computer to be added to your organisation

 l A sufficient Cambrionix Connect License is required.(To use this feature, you will need a 
license supplied by Cambrionix Ltd. Currently, the license is not available, but it will be 
coming soon.If you are interested in using this feature once the license is available, please 
contact enquiries@cambrionix.com.)

16.1.Creating locations

To create a location for your organisation, start by navigating to the organisation page within 
the application and selecting the specific organisation to which you want to add the location.

Once you’ve accessed the desired organisation, scroll down to the "Locations" section within 
the organisation overview.Here, you will see an overview of any locations that have been 
previously created.To add a new location, click on ‘Manage Locations’.This will take you to a 
more detailed locations page where you can select ‘Create Location’ to begin the process.

After selecting ‘Create Location’, you will be taken to the location creation page.Here, you will 
find a text box where you can type in the name of your location.The system is designed to 
automatically suggest and fill in the location as you type.For instance, if you begin typing 
"Cambrionix," the address "The Maurice Wilkes Building, Cowley Rd, Milton, Cambridge CB4 0DS, 
United Kingdom" will appear, allowing for quick and accurate entry.

Once the location has been selected, proceed to the next page where you’ll be presented with 
an overview of the address.This page includes a map with a pin showing the exact location, 
allowing you to visually verify the address.You will then need to give this location a unique 
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name so it can be easily referenced in the future.Additionally, you will be asked to provide a 
brief description, which can help other users within your organisation understand the purpose 
or significance of the location in more detail.

When you're satisfied with the information, click ‘Create Location’ to finalise the process and 
add the new location to your selected organisation.This location can then be used for any other 
computers or hubs within your organisation, improving the efficiency of hub and device 
management.

16.2.Assigning locations

Once you have successfully created a location, you can easily assign it to any computer that 
has been added to your organisation.To do this, navigate to the computer's settings 
page.Under the "General" tab, you will find a drop-down menu labelled 'Select Location'.From 
this menu, you can choose from any of the locations you’ve previously created.

Once a location is assigned to a computer, all hubs and devices connected to that computer 
will automatically be associated with the same location.This ensures that every device linked to 
the hubs reflects the correct location, streamlining device management and improving the 
organisation of your assets across your network.By maintaining accurate location data, you 
enhance visibility and simplify the tracking of your hardware across different parts of your 
organisation.

16.3.Managing locations

If you wish to manage your locations and edit details such as the location name or description, 
this can easily be done from the detailed locations page.When you navigate to the locations 
section, you’ll see a table displaying all the locations associated with your organisation.Each 
location is summarised with the following information:

Information 説明

名前 The designated name of the location.

ID
The Globally Unique Identifier (GUID) for the location.Which is a 128-bit 
number used to uniquely identify the information within the Cambrionix 
Connect application.

説明 The description assigned to the location.

住所 The complete address of the location.

To view more specific details, simply click the ‘View’ button next to the location you want to 
manage.This will take you to a more detailed overview, including a breakdown of the address 
and a map pinpointing the location.
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If you need to make changes, select the ‘Edit’ button.This will open the same menu that was 
used when the location was originally created, allowing you to modify the name, description, 
address, or any other relevant details.Once you’ve made the necessary changes, save your 
updates to ensure the location information remains accurate and up to date.Any computers, 
hubs or devices assigned to this location will automatically be updated with the new 
information.
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17.Groups (Licensed)
A key feature of Cambrionix Connect is the ability to create and manage custom groups within 
your organisation.These groups allow you to assign users, roles, and services, providing a 
structured and efficient way to manage permissions and access control across different teams 
or operational units.By setting up groups, you can streamline user management, ensure 
consistent access levels, and simplify administrative oversight.

When a user, role, or service is assigned to a group, they automatically inherit the associated 
permissions, ensuring that access rights are applied consistently.This approach reduces 
administrative effort, enhances security, and enables organisations to enforce role-based 
access control effectively.By leveraging custom groups, organisations can improve operational 
efficiency, maintain compliance, and optimise the management of users, roles, and services 
within their system.

Prerequisites

In order to use groups you will require the following:

 l Cambrionix Hub API (at least V 3.22.0)

 l Users and Services to be grouped created or added within your organisation

 l A sufficient Cambrionix Connect License is required.(To use this feature, you will need a 
license supplied by Cambrionix Ltd. Currently, the license is not available, but it will be 
coming soon.If you are interested in using this feature once the license is available, please 
contact enquiries@cambrionix.com.)

17.1.Creating Groups

To create a group within your organisation, start by navigating to the organisation page within 
the application and selecting the specific organisation where you want to add the group.

Once you’ve accessed the organisation, scroll down to the groups section in the organisation 
overview.Here, you’ll see a list of any existing groups.To add a new group, click on manage 
groups, which will take you to a detailed groups page.From there, select create group to begin 
the process.

Creating a group is straightforward—simply enter a name and a description for the group.Unlike 
other sections, no additional details are required at this stage.Once the group is created, you 
can then assign users, roles, and services as needed to define access levels and permissions.

After finalising the details, click create group to complete the process.The new group will now 
be available within your organisation, allowing for easier management of permissions and 
access control.
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17.2.Assigning Users and Services

Once you have successfully created a group, you can assign users to it by navigating to the 
users section within your organisation.Select the user you want to assign, and within their 
profile, you will find a groups section.Clicking on this section will open a dropdown menu where 
you can select one or more groups to assign the user to.

Each user can belong to multiple groups, allowing for flexible role management and access 
control.Assigning users to groups ensures they inherit the correct permissions and access 
levels, streamlining organisational management and improving efficiency.By maintaining well-
structured group assignments, you can better control user access and optimise permission 
handling across your organisation.

17.3.Managing Roles within Groups

If you need to manage roles within a group, you can do so from the group management 
section.Start by navigating to the groups section within your organisation and selecting the 
specific group you want to manage.Within the group settings, click on manage roles, which will 
take you to a dedicated page for role assignments.

On this page, you will find a roles section where you can view and manage the roles assigned to 
the group.Clicking on this section will open a dropdown menu displaying all available roles 
within your organisation.From here, you can select or remove roles as needed to customise the 
group’s access and permissions.

Once changes are made, they will automatically apply to all users and services assigned to the 
group, ensuring that permissions remain consistent and up to date.This approach allows for 
streamlined role management, making it easier to control access levels across different teams 
and services within your organisation.

You can create and manage roles within you organisation, for more information see the Roles 
(Licensed) page of this user manual.
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18.Metadata (Licensed)
The Cambrionix Connect application includes a feature that allows users to create and manage 
metadata for both hubs and connected devices.This capability enhances the organisation and 
management of resources within the Cambrionix Connect environment.

By enabling the definition of custom metadata attributes, users can add descriptive 
information to their devices and hubs.This makes it easier to tag, categorise, and search for 
resources based on specific criteria such as device type, manufacturer, connection history, or 
custom tags.

This additional layer of information is particularly useful in environments where multiple hubs 
and devices are in use, as it helps users to organise and track these resources more 
effectively.The metadata can also support decision-making by providing detailed insights into 
device status, power usage, and other relevant factors.For instance, users can monitor the 
status of each port, track power consumption, and ensure that devices are used in line with 
organisational policies.

Overall, the metadata feature in Cambrionix Connect provides users with tools to better 
manage and monitor their USB hubs and connected devices, which can be beneficial for 
maintaining efficiency and control, particularly in more complex setups.

Prerequisites

In order to use locations you will require the following:

 l Cambrionix Hub API (at least V 3.22.0)

 l The Host computer to be added to your organisation

 l A sufficient Cambrionix Connect License is required.(To use this feature, you will need a 
license supplied by Cambrionix Ltd. Currently, the license is not available, but it will be 
coming soon.If you are interested in using this feature once the license is available, please 
contact enquiries@cambrionix.com.)

18.1.Metadata overview

Navigate to the hub or device for which you wish to add metadata.From this location, you will 
see a metadata overview that displays the property names and their corresponding values, 
such as "Shelf Location".Additionally, you have the option to edit or delete any previously 
created metadata entries.

18.2.Adding Metadata

Once you are at the metadata overview, you can click on 'Add Metadata' to open the metadata 
creation panel.From this panel, you can select a property name.We offer some predefined 
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property names, but you are also free to create any custom property name by typing it in.

Property Description

Shelf 
location

This property is used to specify a shelf location, enabling you to quickly locate 
hardware when managing multiple hubs and devices.

Purchase 
Date

This property is useful for tracking your purchase date, aiding in warranty-
related enquiries.

Device 
Role

This property allows you to add a short description, helping to clarify the role of 
the hub or device in your setup.

In Use
This is a straightforward true or false option that indicates whether a device is 
currently in use.

After choosing or creating the property name, the next step is to specify the type of data.You 
can choose from the following options:

Data Type Description

Text This is a text field where you can enter any text to define a custom property.

Number
This is a field where you can enter a number, which can be either an integer or a 
decimal.

True/False This represents a simple value of either true or false.

Once the data type is set, you will then need to enter the value corresponding to that data 
type.After completing these steps, you can either press the '+' button to add another line of 
metadata or click the save icon to save the current metadata entry.
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19.Virtual Hubs (Licensed)
From this page, you can create and manage 'Virtual Hubs'.A Virtual Hubs is a collection of ports 
that Cambrionix Connect will treat as a single hub.You can navigate to this page by selecting it 
in the Navigation Panel.In Cambrionix Connect versions prior to 3.3.0 this feature was called 
'Dynamic Hubs' and was located in the settings.

A sufficient Cambrionix Connect License is required.(To use this feature, you will need a license 
supplied by Cambrionix Ltd. Currently, the license is not available, but it will be coming soon.If 
you are interested in using this feature once the license is available, please contact 
enquiries@cambrionix.com.)

19.1.Virtual Hubs Overview

When you navigate to 'Virtual hubs' you can view all the current virtual hubs that have been 
created on your organisation from the list view you can see the following information:

 l Virtual Hub ID - A unique ID for the virtual hub

 l Name - A custom name decided by the user

 l Description -A custom description decided by the user

 l Hubs - The amount of hubs used in the virtual hub

 l Ports - The amount of ports used in the virtual hub

 l Last Updated - The last time the virtual hub was updated

 l Actions - Click to view information on a specific virtual hub
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You can switch between tile and list views from the page depending on personal 
preference.You can also filter and sort the virtual hubs and customise the columns that are 
visible on your overview.

19.2.Creating Virtual hubs

To create a virtual hub, click the 'Create Virtual Hub' button at the top of the page.Once 
selected, you will be prompted to create a name and description for the virtual hub.We 
recommend making the name unique and the description detailed enough so you know the 
purpose of the virtual hub.For example, "S4R2 - Shelf four in room two" could indicate a virtual 
hub for all hubs and ports on shelf number four in room two.

Once you have confirmed the name and description, you will be able to select the hubs you 
wish to include in the virtual hub.If you have the relevant licence, you will be able to select hubs 
from any of the remote computers in your organisation.

After selecting the hubs, you can then select the ports you wish to use.The hubs you have 
previously selected will be displayed, and you can use a drop-down menu to view and select all 
the ports you require.

Once all the hubs and ports have been selected, you will be given the option to assign a virtual 
hub number to each port.For example, if you have two hubs with sixteen ports in one location 
and device slots numbered one to thirty-two, you can match the virtual port numbers to your 
device slot numbers.

Finally, you will be shown all the previously entered information for review and confirmation 
before your virtual hub is created.

19.3.Viewing and Editing Virtual Hubs

Once a virtual hub has been created you can click on the tile or click the view button in list 
view.This will be open up the virtual hub where you can see all the previosuly selected ports in 
the same way you can view any hub in the Cambrionix Connect application.See the Ports 
overview section for more information on what can be seen and done.

If you click on the cog icon you will go to the virtual hub settings, this will then open up the 
hardware information on all the hubs included with the virtual hub.You will also see all the ports 
in the virtual hubs along with the virtual port number that has been assigned to it.You can 
delete and edit any virtual hubs from the settings section.
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20.Features
Below you can see a table of all the features of Cambrionix Connect

Feature Unlicensed Licensed
Hub Control    

View connected hubs ü ü

Control ports on hubs ü ü

Manage internal hub settings ü ü

Update hub firmware ü ü

Perform diagnostics tests on hubs ü ü

Developer area for creating and 
testing your own API scripts

ü ü

Device Control    

View device information ü ü

View mobile device battery 
information

ü ü

Control, manage and update devices 
in Connect

  coming soon

Device Firmware Update (DFU) 
mode for iOS and macOS devices

  coming soon

Organisation Management and 
Search

   

Cambrionix service status 
notifications

ü ü

Create custom groups for hubs and 
devices

  ü

Add metadata to hubs and devices   coming soon

Create and save hub and device 
filters

  coming soon

Virtualise multiple hubs as one hub   ü

Receive email notifications when 
new firmware updates are available 

for hubs
  coming soon

Remote Access    

Connect to remote hosts to control, 
manage hubs and devices

  ü

View last status of hubs and devices 
when hosts or devices are offline

  ü

Workflows and Automation    

Automate port control at specific 
times and or when devices reach a 

defined charge level
  ü
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Feature Unlicensed Licensed
Security    

Setup and manage multiple 
organisations

  ü

Invite and manage other users   ü

Maximum concurrent users 1 1 user per hub + 10 admins

Create and Assign custom user 
access roles

  ü

Assign built-in roles   ü

Connect Audit Log   ü

Assign devices to specific users   ü
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21.トラブルシューティング

If you experience any issues with Cambrionix Connect; please try the following troubleshooting 
steps.If your issue is not addressed in this section, please get in touch with your local vendor or 
Cambrionix.To contact Cambrionix Support please see ヘルプとサポート .For more information on 
troubleshooting with your hardware please see the troubleshooting section in your products 
user manual.www.cambrionix.com/product-user-manuals

21.1.Logging through Cambrionix Connect

バグや問題が発生している場合は、動作のログを取得して、何が起こっているかをより詳細に確認す

るようお願いする場合があります。To get logs of the behaviour use the following steps to get a zip 
file of them to send to us.

 1. Open up the Cambrionix Connect application.

 2. Once inside, select the Computers tab.

 3. Then, select the button ' Go to settings'.

 4. Then, under the 'Host API' section, select 'Configure'.

 5. From here, you should see a section titled 'API Logging Sections'.Expand the 'Advanced 
logging settings' downwards.

 6. 「すべて選択」チェックボックスをクリックしてから、保存ボタンをクリックします。

 7. これを有効にした後、表示されている問題を引き起こす方法でハブを使用します。

 8. 問題が発生するまで待ちます

 9. Make a note of the time and date that the issue occurs then go back to the API page in 
Cambrionix connect, and press the zip logs.

 10. ログを取得したら、[すべて選択 ] ボックスのチェックを外して、設定を保存します。

 11. ログを送信して確認してください。

API はそれぞれ 256Mb で最大  20 個のログを保持するため、通常、最新のものは小さくなります。ク

ラッシュが発生した場合、小さいログ ファイルが表示され、API の次のインスタンスが既存のものをシャッ

フルします。

デフォルトの場所

CambrionixApiService によって生成されたログ メッセージは、syslog に送られます。

Windows を使用すると、ログはデフォルトで以下の場所に保存されます
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C:\ProgramData\Cambrionix

macOS を使用すると、ログはデフォルトで以下の場所に保存されます

ライブラリ>ログ>Cambrionix

Linux を使用すると、ログはデフォルトで以下の場所に保存されます

/var/log/cambrionix

Using with a headless system

If you are using a headless system with no GUI, then and you require to enable logging for 
support issues, you can use the following command to create the logging cfg file manually:

echo
        *=DEBUG>/etc/opt/cambrionix/cambrionix.log.cfg

次に、問題を再現した後、フォルダーからログを圧縮できます

/var/log/cambrionix

作業が終了したら、以下のファイルを削除できます。

/etc/opt/cambrionix/cambrionix.log.cfg

Using Cambrionix Connect with Safari

When using Cambrionix Connect with a local connection to the Hub API, Safari may block the 
connection because it requires HTTPS (a secure connection).To fix this, you need to use a 
certificate to tell Safari that the connection is safe.

Here’s how you can make Safari accept the connection:

Create a Self-Signed Certificate A self-signed certificate is a way to secure localhost 
yourself.You can use tools like OpenSSL to create one.Once you have the certificate, you need 
to tell Safari to trust it:
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 1. Open Keychain Access on your Mac (under Applications > Utilities).

 2. Drag and drop your certificate into the System keychain.

 3. Find the certificate, double-click it, and set Always Trust in the Trust section.

 4. Save and enter your Mac password if needed.

You can also use mkcert for an Easier Option

If you want a simpler solution, use mkcert, a tool that automatically creates and installs trusted 
certificates for localhost.Just install it, run a few commands, and it will handle the rest for 
you.For more information on this please see the following link.

21.2.ソフトウェアの削除

If you wish to uninstall the software (Cambrionix Connect, Cambrionix Hub API and the 
Cambrionix Recorder Service) from your host system, the following steps can do this.

Windows™

Windows™ システムからソフトウェアを削除するには、[プログラムの追加と削除 ] で削除したいソフト

ウェアを見つけ、それを選択して [アンインストール] をクリックします。

macOS®

To remove the software from a macOS® system, locate the application in the Finder, drag the 
application to the Trash, or select the application and choose File > Move to Trash.Mac® の管理

者アカウントの名前とパスワードを入力するよう求められる場合があります。次に、アプリケーションを完

全に削除するには、[Finder] > [ゴミ箱を空にする] を選択します。

または、以下の手順を使用してください。

sudo /Library/Cambrionix/ApiService/bin/CambrionixApiService --remove
sudo /Library/Cambrionix/ApiService/bin/CambrionixRecorderService --remove

Linux®

Linux® でソフトウェアを削除するには、2 つのオプションがあります。

1 つ目は、ソフトウェア センターを使用することです。次に、インストールされているアプリケーションのリス

トまたは検索バーを使用して、削除するソフトウェアを見つけます。アプリケーションを選択したら、削除

ボタンをクリックします。パスワードの入力を求められます。パスワードを入力すると、ソフトウェアが削除

されます。
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ソフトウェアを削除する 2 つ目の方法は、コマンド  ラインを使用することです。コマンドを次のように使用

するだけです。

sudo apt remove program_name

Variable 説明

program_name The file name of the program including any version numbers

アカウントのパスワードを入力するよう求められます。入力すると、画面には何も表示されません。削

除を確認する必要があります。確認を求めるメッセージが表示されたら、Enter キーまたは Y キーを押

します: apt remove コマンドでは正確なパッケージ名を使用する必要があることに注意してください。

パッケージエラー」。アンインストールするプログラムの最初の数文字を入力してから、Tab キーを押しま

す。名前の先頭の文字に一致するすべてのインストール済みパッケージが表示されます。
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商標や登録商標などの保護された名称と記号の使用

このマニュアルでは、Cambrionix とは一切関係のない第三者企業の商標、登録商標、その他の保

護された名前やシンボルを参照している場合があります。これらの参照は説明目的のみであり、

Cambrionix による製品またはサービスの推奨、またはこのマニュアルが適用される製品の当該サード

パーティ企業による推奨を表すものではありません。

Cambrionixは、このマニュアルおよび関連ドキュメントに含まれるすべての商標、登録商標、サービス

マークなどの保護された名称や記号が、各々の所有者に帰属することをここに認めます

「Mac®およびmacOS®は、米国およびその他の国と地域で登録されたApple Inc.の商標です。」

「Intel®およびIntelのロゴは、Intel Corporationまたはその子会社の商標です。」

「Thunderbolt™ および Thunderbolt ロゴは、Intel Corporation またはその子会社の商標です。」

「Android™はGoogle LLCの商標です」

「Chromebook™はGoogle LLCの商標です。」

「iOS™は、米国およびその他の国におけるApple Inc.の商標または登録商標であり、

ライセンスに基づいて使用されています。」

「Linux®は、米国およびその他の国におけるLinus Torvaldsの登録商標です。」

「Microsoft™およびMicrosoft Windows™は、Microsoftグループ企業の商標です。」

「Cambrionix® およびロゴは Cambrionix Limited の商標です。」

記載されているすべての商標および登録商標は、それぞれの所有者の財産として認められ、尊重さ

れます。

保護情報に関する重要なお知らせ

Cambrionix テクノロジーの特定のコンポーネントは、Cambrionix の保護された知的財産  (IP) とみなさ

れることにご注意ください。具体的には：

 l ソース コード : 当社のソフトウェアのソース コードは独自のものであり、提供することはできませ

ん。

 l 独自の方法 : 当社の独自の方法の詳細な説明と実装も保護されています。

したがって、ソース コードやその他の保護された情報へのアクセス要求は丁重にお断りさせていただき

ます。ご理解とご協力をよろしくお願いいたします。
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カンブリオニクスの特許

タイトル リンク 出願番号 助成金番号

同期および充電ポート GB2489429 1105081.2 2489429

カンブリオニクス UK00002646615 2646615 00002646615

CAMBRIONIX 非常にインテリジェント ... UK00002646617 2646617 00002646617
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カンブリオニクス株式会社

The Maurice Wilkes Building

Cowley Road

Cambridge CB4 0DS

United Kingdom

 

+44 (0) 1223 755520

https://www.cambrionix.com

 

Cambrionix Ltd は、イングランドとウェールズで登録された会社です。

会社番号06210854で

© 2025-06 Cambrionix Ltd. All rights reserved. JA


	1.0.1目次
	2.序章
	2.1.前提条件
	2.2.Installing カンブリオニクス コネクト and the Cambrionix Hub API

	3.使用するカンブリオニクス コネクト
	3.1.ポートの管理
	3.2.デバイス情報
	3.3.Managing Hubs
	3.4.ファームウェアの管理
	3.5.Using Your Account
	3.6.Adding a Computer
	3.7.リモートアクセス
	3.8.ヘルプとサポート

	4.アカウント
	4.1.アカウントの作成

	5.組織
	5.1.組織名
	5.2.Organisation Id
	5.3.組織の選択
	5.4.組織のユーザー
	5.5.Organisation invites

	6.Pages
	6.1.Dashboard
	6.2.台のデバイス
	6.2.1デバイス情報
	6.2.2チャート
	6.2.3Icons
	6.2.4Groups
	6.2.5Device User Assignment

	6.3.Hubs
	6.3.1Ports overview
	6.3.2チャート
	6.3.3ハブの詳細とプロパティ
	6.3.4Hub settings
	6.3.5Groups
	6.3.6Internal hub settings

	6.4.Computers
	6.4.1API 設定

	6.5.設定
	6.5.1一般設定
	6.5.2Organisations Settings
	6.5.3RFID設定
	6.5.4Hub Templates
	6.5.5Developer Settings
	6.5.6動的ハブ設定

	6.6.ファームウェア
	6.7.テスト
	6.8.だいたい
	6.9.Help

	7.Customisable Data Views and Advanced Filtering
	7.1.Different views
	7.2.Filtering

	8.デジタル証明書
	8.1.Adding a certificate

	9.ネットワーキング
	9.1.ドメイン名
	9.2.IP アドレス範囲
	9.3.Connecting from outside your network

	10.Roles (Licensed)
	10.1.Creating custom roles

	11.Audit Logs
	12.Email Notifications
	13.DFU Mode Management (Licensed)
	13.1.Key Features of DFU Mode
	13.2.DFU Mode Management in Cambrionix Connect

	14.Hardware Groups (Licensed)
	14.1.Hardware groups overview
	14.2.Creating Hardware Groups
	14.3.Assigning hardware to groups
	14.4.Hardware Group Details

	15.Workflows (Licensed)
	15.1.Workflows overview
	15.2.Workflow settings
	15.3.Creating and Editing Workflows
	15.4.Publishing Workflows

	16.Locations (Licensed)
	16.1.Creating locations
	16.2.Assigning locations
	16.3.Managing locations

	17.Groups (Licensed)
	17.1.Creating Groups
	17.2.Assigning Users and Services
	17.3.Managing Roles within Groups

	18.Metadata (Licensed)
	18.1.Metadata overview
	18.2.Adding Metadata

	19.Virtual Hubs (Licensed)
	19.1.Virtual Hubs Overview
	19.2.Creating Virtual hubs
	19.3.Viewing and Editing Virtual Hubs

	20.Features
	21.トラブルシューティング
	21.1.Logging through Cambrionix Connect
	21.2.ソフトウェアの削除


