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r:‘ﬂqa:z. uR=g

PO Haacis our application designed to manage your Cambrionix hubs. It can be
accessed across mobile devices, tablets, and computers running macQOS, iOS, Windows, and

some Linux distributions. TR @I - 4T U 3§ Ud TR Afdilc T fodlt Y TSR & A1eH
VTR fpar T AT g

https://connect.cambrionix.com

SN S can also be downloaded from https://www.cambrionix.com/connect. Once
downloaded and installed on the host computer, Sisfeg Ha allows you to manage the
hubs and gather information from both the hubs and any devices connected.

Within this application you can see all connected hubs and devices. Using Connect, you can:
¢ Monitor hub temperatures, power consumption, port status and error flags.
* HHIR 3UST Yaifdd B |
¢ Manage the ports on the hub and switch between modes.

¢ Write and execute Cambrionix CLI scripts, Python or send JSON packets to control your
hub

You will have the option to create a S eg s account, which will allow you to save
preferences and templates. With an appropriate license, it will also enable you to connect to
hubs remotely, meaning you can view and manage all products on your network. Each host
system can be added to an organisation owned by yourself and each user from your
organisation can access and manage these hubs (depending on roles and permissions). g9

IR T SUTNT HP, SHTUDT TG 4 & Fard gh:

¢ Remotely control your products from across the room, or across the world, 24/7.
¢ Remotely Manage firmware updates across your whole fleet of products.

¢ Monitor and control your Cambrionix products using phone/tablet/computer.

Cloud storage

From version 3.3.0 all devices and hub information will be stored in the cloud, this means if you
disconnect a hub or device you will still be able to access the information. If a device or hub is
disconnected and you dont want the information to be stored anymore or see the hardware
you can remove from the cloud storage. see the Hubs or 3UH U] pages for more information.

© dd-HH Cambrionix Ltd. All rights reserved. uqd
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STE:2.1. TaID T

For Cambrionix Connect to connect to your hubs, the host system the hub is connected to
must have the Cambrionix Hub API installed, with a minimum of V3.12.1. The Cambrionix Hub
APl is a service that runs on your host system, which is what enables communication with your
Cambrionix hubs.

You can find more information on the Cambrionix Hub API from the user manual. Q:ﬂ%ﬁ%qrrq

foip R gARY d59Tge A SISTIS a1 S hdT g | along with the Cambrionix Hub API

installation files.

www.cambrionix.com/cambrionix-api

Once the host system has the API installed, you need a browser to open the Cambrionix
Connect website. Known compatible browsers, for example, will be:

* A B
e Safari*
o AEHNITE g¢d

*You cannot connect to local APIs on Safari due to security reasons unless a digital certificate
has been assigned, information on this can be found in the THXT fGRUT section.

3T B BT 30D BRe RIeH ¥ [T g1 Aoy 3R TSNS & fod e=ad = gHT 1T | As long as
the hub is visible in the device manager or system info, then the API will be able to see the hub
and interact with it. If you use any other 3rd party software that controls the port that the hub
requires, the API will not be able to connect to it, and as such, the hub will not be visible in the
application.

SfToRfeT Riven

B Tierr {1 8 Cambrionix Connect 3R Y &R Tahd g o fAfeiad sifaxfe Rien sad wy
g@% C_:P[mbrionix Connect . § Tl § foh 3= TR Reew oft v 3% @ifs 371 udterur
Targl:

R CIGAT

. fdseim

mac0S 11 (ffT )
macO0S 12 (Hie

macOS 13 (aﬂTf)
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* macOS 14 (T
+ macOS 15 (Sequoia)
. R 3se

o fortom SfagA

forTa & 1Y, B Had SR IIRad 3T o7 IUTNT HRb TRI&UT 3 & | ARM BTS Tdle (armhf)
TLHUT BT UIT&UT oDroid 3R Raspberry Pi IR 4} far T g

SIE:2.1. Installing PfsAIfAaT BHac and the Cambrionix Hub AP

SR e and the Cambrionix Hub API is available to download as a desktop
application from https://www.cambrionix.com/software, you will find software available for
Windows™, Mac® and Linux® Systems.

Linux® OS systems tested with our software are Ubuntu 20.04 LTS or Debian 9; some other OS
versions based on the two mentioned should also work. Some different Linux® OS versions may
work, but we don't test against other distributions.

Mac® 3R Windows™ RReH IR $Teid &3 & [T, IWed foip T SxTd BIsd S3ArS B3, Th dR
SIS B & 915 Sl UichdT IaTy iR ST SIeT 30! SR SR 3T Je-37 H
Hee B | HIeg Hac requires User Account Control (UAC) interaction to be installed.

This means that the installer cannot be run silently.

For Linux® systems, download the Applmage file from the website at the above link. Once
downloaded, you will need to make the file executable. This can be done by selecting the
Applmage file, go to Properties > Permissions, and check the option to allow it to be executed
as a program, or by making it executable via terminalsudo chmod +x Connect(version-
number).Applmageonce the file is executable run the Applmage by double-clicking it in your file
manager or executing it from the terminal

© dd-HH Cambrionix Ltd. All rights reserved. uqd
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I3, BT IUANT HRd §U BT Pde

ST Fride H H8 dgaei- [ARTANE g off GAR SdG! & ITANT & FUR AT | This section is

designed to explain the features in more detail.

Slige:3.1. YaY de3al

You can manage the ports on your hub(s) easily using Cambrionix Connect. You can switch
ports between the following modes*.

FAd TS B AT B P fore fARkry O a1 R 59 &1 A HY (1S ST T8t
HG, B9 T OEM TTOR T 30 B 8)

SR | Rie i A faftr O AT R s o A

et | fSarsy o IufRUfa &1 uar et afes a8 39 Ris arars T8 &
T SEITE! 1 FI AT 5 P (1S ekl el SR DTS Sl oa Tl el &,

fEaTed B AW B Bl Ahd BRI 8)

e

E[

*some products do not have all above modes, please see individual product manuals for more information

There is more detailed information on managing your ports in the Ports overview section.

oiied:3.1. fearsa sFaRt

3TY BT UGN TP TS IUBRU TR TSR] YT HR Fdhd & Cambrionix Connect . STHEHRY UT
H P T ST TT A 89 IR STH 37 Toha & Ports overview T T ST IUH0 e=feh W |

From these pages you can obtain charging information of the device, the history of the devices
location and additional information about the device.

SIEd:3.1. Managing Hubs

You can manage the hub settings through Cambrionix Connect. This can be done by adjusting
the settings in the Hub settings or by loading and editing templates from the Hub Templates

page

Managing your hub(s) is useful as certain settings will need to be changed to alter the behaviour
of the hub. For example, you can turn ‘charging downstream ports' (CDP) off which will reduce
the amount of charge being delivered to a device whilst syncing data. If you then save this
setting change to a template, you could really easily apply the same set of settings across host
systems, by applying that template.

© dd-HH Cambrionix Ltd. All rights reserved. uqd
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SlE:3.1. Y BHAaR

Using Cambrionix Connect you can manage and change the firmware version currently running
on your hub(s). All you need is for the hub(s) to be connected to a host API. If doing this
remotely, you'll need to ensure the APl is running on those local host systems and you can then
do all updates from the ‘Master' host system. Once the hub is connected to the API you can go
to the firmware section and update multiple hubs at a time.

We release new firmware versions regularly, to ensure the hubs are kept up to date with new
devices and functionality. Keeping your hubs firmware up to date will ensure that you have the
latest features along with any fixes to any known bugs.

TP BRI & foTE HUAT G HHATR ST
SIEE:3.1. Using Your Account
HTY Cambrionix Connect, Wﬁwgﬁﬁﬂ&lﬂ@ﬁ@ﬁ%l You can sign into your

account from the profile/login button along the top bar. Having an account will allow you to
access the API's and settings associated with your account, from any device.

See the f8Td fddTd section for more information

SIIEd:3.1. Adding a Computer

When you open Cambrionix Connect you will see a section called "Computers”. This is the
section which will show you the computers currently available to Connect. On initial launch
(without logging in) this section will show only ‘localhost’ provided you have the ‘Cambrionix
Hub API' installed

If you have logged into your Cambrionix Connect Account then you can navigate to the
Computers section and will be given an option to add the computer you are currently using to
your organisation. When you log into your account on a different host machine, this computer
will then be available to view, in order to view hubs and devices connected along with the
computer you must set up GRSl dI JUTNT. For more information please see the section IRRIE]

You will not be able to add an API to your account through Safari due to security reasons. On
macOS you must add the API through the Cambrionix Connect Desktop application.

OIIT:3.1. GRETST BT SUUNT

IUUNT B3 B Th TS} [IRWT Cambrionix Connect g T ¥ 3% 8 d Uga 3R Tsfid
HIH Bl E;['HHT%I In order to remotely access a hub you will need to ensure the host APl is at
least on v3.14 and the hub has a digital certificate linked (see fSfSTed UHTUT UF section).

© dd-HH Cambrionix Ltd. All rights reserved. uqd
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A sufficient Cambrionix Connect License is required. (To use this feature, you will need a license
supplied by Cambrionix Ltd. Currently, the license is not available, but it will be coming soon. If
you are interested in using this feature once the license is available, please contact
enquiries@cambrionix.com.)

fewft

In order to access a remote API the device used to communicate with the hub must be able to
access the remote API. This can be either with the APl and device being on the same local
network, the API to be provided with a public IP address or to set up port forwarding using your
public facing router. For more information please see the S dfchiT section of this manual.

ST:3.1. TRl 3R g0

FAQs and help can be found in our Support Portal. 310 Igi WWW@%WW&?W
EHRCE

¢ https://support.cambrionix.com

You can also download any of our manuals for any hardware and software and get the most up
to date versions at the link here

e www.cambrionix.com/product-user-manuals

U T Hudh R IHG, HUAT [FARIE 56 & [T IUTE THHRI U H1 | I8 fSarsy e wic
TR U1 o 9T § S a1l gfe & A a1 i grar g |

Providing serial and Purchase Order numbers will help us identify your specific product and
speed up the process.

© dd-HH Cambrionix Ltd. All rights reserved. Uq
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oilea:4. fgare fbae

With Cambrionix Connect there is the ability to manage settings and hub(s) and save the
preferences to an account. Your account is assigned to an email address which will need to be
verified. Once set up to access your account settings and information you will need to sign in.
To view more information on the settings please see the Organisations Settings section.

You can access your Cambrionix Connect account by clicking the 'Sign In' button:

Once selected, you can either sign in to an existing Cambrionix Connect account or create a
new one.

SNTT:4.1. ST ST

If you require a new Cambrionix Connect account, click on 'Sign In". You will need to fill in some
basic information such as email address and name and you will be asked to verify this email
address before you're able to proceed with creating the account. Click on "Verify Email” to send
you a code to the email address provided, get the code and paste it into the box. Hit "Verify
Code" and you will then be able to proceed with creating the account.

© dd-HH Cambrionix Ltd. All rights reserved. qqd
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SIIUH:5. organizations-

Your Cambrionix Connect account will be linked to an Organisation, which will manage the API
connections. You can have multiple accounts connected to an Organisation, and each API/Host
Machine can be connected to multiple Organisations. If you navigate to the Organisation
settings page you can access and view all of your Organisation’s and click on individual
Organisations for more information.

From here view you can view/change your default organisation, change the name of
Organisations, view users’ accounts which are linked to the Organisation and invite other users
to join the Organisation.

When a user has an organisation selected, any API they add will be visible to all other users
within the same Organisation. These can then be accessed and managed from all logins
simultaneously.

SITd:5.1. IS BT A

When you first set up your Cambrionix Connect account, your Organisation will be set as

"unknown Organisation". msﬁmaﬁw‘rmaﬁaﬁwﬁaﬁﬂ%ﬁﬁ%ﬁlﬁwﬁw
Jahd & | §H 64 qUIT  31fAe T AT B SR 78] B & |

SIIE:5.2. Organisation Id

Each organisation will have a random, unique id, assigned to it as a unique Organisation name
can't be guaranteed. This is the way to identify an organisation, which will be required for
licensing and support purposes. The Id cannot be changed and can be viewed from the
Organisation settings page. This will follow the format: XxxxXxXxX=XXXX=XXXX=XXXX~XXXXXXXXXXXX

SIEd:5.3. WS I99

A Cambrionix Connect account can be linked to multiple organisations. WWWﬁWW
T @TWW@@%E‘Q’WWW%I From the Organisations page you can select any

Organisation you are a part of and make that your current one.

SIU:5.4. TS SUARTHAT

You can have multiple users associated with an organisation. From the Organisations Settings
page you can view all user accounts currently in your organisation.

Gﬂ@:S.S. Organisation invites

In order to add more user accounts to your organisation, you can send them an invite with an
email address from the Organisations Settings page.

© dd-HH Cambrionix Ltd. All rights reserved. Uq
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Once you have invited a user to your organisation, they will need to navigate to the General
Settings page and accept the invitation.

© dd-HH Cambrionix Ltd. All rights reserved. qqd
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Gﬂ@:& Pages

Cambrionix Connect has several pages that can be accessed via the Navigation Panel of the
application. Each page will give you access to different information and functions using the API

and your hub. T SFIHRT &1 & faarur e d&m o1 9ol 3 |

SJURT faavor
Dashboard An overview of connected hubs, API's and quick actions
JTHRI IS SUBRUN T faciih]
Hubs FHdCS 9 P aADH
Computers A list of host computers associated with your organisation.
RS Settings for API, connected hubs and Accounts
HIRA Information on running versions of the API, Cambrionix Connect
Help HIETARI R THBRT SR BT FuIc Yex & o e i

These pages can be accessed by selecting the icon on the Navigation Panel.

© dd-HH Cambrionix Ltd. All rights reserved. uqd
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Ilud:6.1. Dashboard

From the dashboard section, you can view all connected hubs and see the status of each hub.
This is the default page of Cambrionix Connect but can also be accessed by clicking on
'‘Dashboard’ in the Navigation Panel.

Hubs

From a glance, you can see which hubs are connected to your Host Machine, what standard of
USB cable is being used to connect the Hub to the Host, as well as a small icon of the hub itself.

You are able to click into any connected hubs to see further information about connected
devices.

Computers
From the Dashboard section, you can see Computers connected to your Cambrionix Connect

Account. You can select each Computer to navigate to the settings for that specific computer.
The information available and settings are explained more in the Computers page.

Devices

You can see all devices linked to your active organisation from the Dashboard screen and the
information relating to the device. More information on the devices can be found in the 3U®H 0T

page.
Quick Actions
From the Dashboard screen you also have a '‘Quick Actions' section. This has some of the more

common actions and sections for user's to be able to navigate around the application quickly
from the 'Dashboard’ section.

© dd-HH Cambrionix Ltd. All rights reserved. uqd
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SIEH:6.1. SUPHUT

From this page, you can view and search for specific devices connected to a hub that
Cambrionix Connect has access to. You can access this page by selecting 'Devices’ on the
menu.

You can see every device you have connected from the devices overview. This page can be
viewed in list or tile view and can be filtered and viewed in different ways as seen in the
Customisable Data Views and Advanced Filtering section. You can use filters to look at specific
devices, so if you want only to view iPhones connected, you can filter for this.

From here, if you click into a connected device, you are then able to see a lot more detailed
information about that device, you can also delete devices from cloud.

oed:6.1.1 fSars SR

You can obtain information on a device and even more information if the host system has been
has been trusted on initial connection. This can be done when you first connect the device to
the host computer, a prompt will appear on the page, asking you to trust the device. f&dt

fEar2d o) e RIed & 1Y TS 3R I R R H & IR T SIHHR & forg HUar Sie- 31T
ISEIEREASICIERUIEC]

Without pairing, the following information will be supplied if available:

e VID/PID
e USB Serial (UDID)
¢ USB location
e Host computer
If you pair the device, this additional information will be supplied if available:
¢ Device internal name

Device OS version

USB serial number

Devices Wifi Mac address

Battery health information (this will require iTunes or ADB to obtain this information)

Endpoints and endpoint memory used be the device

© dd-HH Cambrionix Ltd. All rights reserved. uqd
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wigg:6.1.2 91

From the device information page, if you have the Cambrionix Recorder service installed, you
will also be able to obtain information on the device charging levels over time, along with the
device presence history. Please see AP| User manual for more information on the Recorder
service

Connection health

This diagram displays the USB Connection of this device, there will be circles representing each
node. You can hover your mouse over each node to see information and some information is
represented by the colour of the node

Node Colour faazor

. USB Node with no warnings

USB Node below capability

. USB Node with error

Device Charging History

This is a chart will show the charging information over time for the specific device, if you were
to move the device from one hub to another, the charging history will continue in this graph.

Device Presence History

This chart will show you how long the device is connected using a colour chart per day and
month the colour guide on presence can be seen below

RS

Under the chart there is a button you can press which will take you through to all the device
presence information in a table format such as the below:

5/21/2024,9:58:26 AM Attached 5, 0000004B6F54123E
1/30/2023,10:10:11 AM Detached 7 00000036C0C485BA

1/30/2023,9:49:33 AM Attached 7 00000036C0C485BA

© dd-HH Cambrionix Ltd. All rights reserved. T4
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From here you can see the date and time of the attach or detach event the port number and
serial number of the hub the device was connected or disconnected from.

@'@:6.1.3 Ilcons

Icons may be visible against your device

if you have the neccesary battery service running and the information can be collected from
your device, you can find more information on battery services in the Q'CF[&IT%@'%G section.

3 eEPA faeRur
et Ya1 99 W 7 IR fEarsw g §
et a1 99 YT § AP USRI g el §
ot JueTes Te1 8 S a1 6T IA @I 8

If you have API version 3.19.0 then devices will be stored in the cloud, you will still be able to see
the device information but an icon will be displayed whether the device is connected or not

Connection Icon faazor
.
* - Device is stored in the cloud and is connected
[}
Bq Device is stored in the cloud and is not connected or visible to the API

@'@:6.1.4 Groups

You can view and assign groups to each device from the device page, more information on
hardware groups on can be found in the manual section Hardware Groups (Licensed).

T:ﬂ'Qi[:GJ.S Device User Assighment

With Cambrionix Connect, you can assign a device to a specific user within your organization,
making it easier to track who is using each device.

To assign a user to a device, navigate to the User Assignment section and select "Add User to
Device." A window will appear displaying all users within your organization, allowing you to
select the user(s) you wish to assign the device to.

© dd-HH Cambrionix Ltd. All rights reserved. uqd
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If multiple users share a device, you can assigh more than one user to it. All assignments can be
reviewed in the Organisations Settings section or on the device page. From there, you can also
remove users who no longer require access to the device.

© dd-HH Cambrionix Ltd. All rights reserved. qqd
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SIIE:6.1. Hubs

You can select a connected hub from the available list on the Dashboard page or by selecting
'Hubs' from the Navigation Panel.

This page can be viewed in list or tile view and can be filtered and viewed in different ways as
seen in the Customisable Data Views and Advanced Filtering section.

To obtain more information on the hubs, select one from this page and you'll be taken to that
hub page. Once you have navigated to a particular hubs page, at the top of the page you'll see
some options for:

e Ports overview
o AT
« g9 faavur SR Tur

¢ Hub settings

Gﬁ({i[:G.OJ Ports overview

If you click on the Dashboard page on the Navigation Panel and select a hub, you will be taken
to the Ports overview page.

S 1Y UGl IR fHfl 86 &1 99 HRd g dl UIC 3Naveg SgHTT fSWiee 8 ST From this page

you will have more detail on the hub and connected devices such as:

* SaEl Bl WA

o fEaga @

fSarsy difvad daR a1 gglemsst
THT H 316l &%

USB information

Battery Health information

YUY T, 3177 U1 A1 &1 Gt O IR 3{eT-31a I1 UhIfe Uh I1Y 98 Ihd ¢ |
Ui dis

ﬁﬁ-ﬁﬁéﬁg:ﬂ%aﬁwm%l The port modes available vary between products. For more

information, please see individual product user manuals at the below link.

www.cambrionix.com/product-user-manuals
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$Had HIS B 1ol HA & forg [AR UIE a1 R 59 DI A R (IS Sl ol
P19, S Teh OEM TToR T 3T Bl 8)

| R virs  fafkre 0 A1 R sa o A

Ut | fearsy ot Iufufa &1 uar e dife T g 59 Rie a1 3rst a8t e

. I SETE! Y AT AT I B (IS KT el SR IS Sl A+ el Gerel &,
fSaTEy &I 3w HRA B THd BT 8)

Reh

If you click on a device/port from this section you can see more information which is detailed in
the 3UM I page.

We=:6.0.1 91¢

If you installed the Cambrionix Recorder service and the API, you can access charts and
information on the hub charging performance and health.

If you click on the Dashboard section on the menu and select a hub, you will be taken to the
Ports overview page. Select the chart symbol from this page in the top right corner to enter this
section.

1Y =i 72 3R YT STU-ST3 BT ITUNT Hh YA AIE TR JHT P JHA ! GHIAIIT B e
%'I 3@30 e a1 aﬁwwww%l You can use this to view historic charging

information.

You can also zoom on the charts; this can be done by clicking on the Zoom button at the
bottom of a chart and then dragging on the graph to select a specific period to zoom in to.
Alternatively, you can use the scroll wheel on your mouse for fine-tuning. There is reset button
for going back to the default view.

g9 AT Ug e

g I1E B AT BRI @ | ¢ W, Y 31& mA T Tl e faRamaan 3R X 31 Joy
fegmmm|

T TIC DT YN B, 3T hde S [AUe IUBRUN 3R JH & 1Y ITcb! TN &1 b S bl

%I A different coloured line will represent each device.

§9 WA gfdg™

g I1¢ g9 WA 3ig Ui H3| 59 I1¢ W Sl SIeT-3e Y 318 8, 918 3R V H dieew
fezamaTm, 3R <18 3R &1 aTgH Aoy | feRame | veg-sie 99y femrar g |
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Using this chart, you can see the temperature of the hub, the 12V internal voltage and the 5V

internal voltage. Afe ATOHT AT dlcesl fATIE AMUGST ¥ BHUR AT 1 I ST § dl U ST IS/
SITET GﬁTBEWﬁWT%I More information on exact values can be found in individual
product user manuals, which can be found in the link below.

www.cambrionix.com/product-user-manuals

Si1ed:6.0.1 g fdaRuT 3% T[0T

Once you've selected a hub, you can click on the following symbol to be taken to the Hub
details and properties page.

A~ [0 0

3@136[@, Wﬁ%aﬁf{ CIECAR aE g&hd %I You can view the serial port connection the hub is
currently using and the actual hardware information.

Serial port information

Variable faaRor
. The name of the computer as set by
L Cambrionix Connect
The port the hub is connected to e.g.
COM17
E{Gf Whether the hub is active
Uptime Time since the hub was rebooted

Hardware information

Variable Q@R

HHIR JPR The type of firmware used by the hub
fafaram The Manufacturer of the hub
. . The Version of firmware installed on the
ElERIRERIEPIRSISAY hub
q\cm\se BT The Bootloader version installed on the
hub
q9g The Group associated with the firmware
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You can now see the Hub Sensors for Temperature’, 'External Voltage' and 'Internal Voltage'
from the Hub Details page.

SIE:6.0.1 Hub settings

If you click on the Dashboard section on the menu and select a hub, you will be taken to the
Ports overview page. You can select the cog symbol at the top of this page to enter this
section.

fh ~ 08

The hub’s settings can be accessed and changed from this page. Available hub settings differ,
per hub, so only the applicable settings for that type of hub will be visible. For a list of settings
applicable to each product, please see individual product user manuals.

www.cambrionix.com/product-user-manuals

You can also delete hubs from cloud from this section. if the hub is removed it will be removed
permantly, if the hub is there it will be added to cloud again when the hub API discovers all
connected hardware.

@'@:6.0.2 Groups

You can view and assigh groups to each hub from this page, more information on hardware
groups on can be found in the manual section Hardware Groups (Licensed).

SIIEd:6.0.3 Internal hub settings
3Ty A Trele &1 RIF U Hewl Fevd g 3R I8 3R Ay I dle R Abd 81 You can

also export the configuration string to the clipboard and import a configuration string from the
clipboard as well if you wish to copy settings between different hubs and host machines.

AN B ST b= dTelt AT 1 ) <l 178 arferest & <@ o bl g |

fSwiee
JfdT A faazur e

I, "RIF A, IUTRTHRT gRT HuiRa. 31 9uif &t THr| Je A
R AT R g ¥ fEarsyg &) Rer SHe R # fears 2| et

Sft. ). :aferepre-1
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QfeTT = faazor Iewlee
HH
The attach threshold refers to the current level (mA) at which the
hub detects that a device, such as a phone, has been connected to
a port. In some cases, the threshold may need to be increased—for
example, when using a cable with LEDs or other electronics that
draw additional power, or when the device is enclosed in a third-
m@r party sled, holder, or case (such as a battery pack) that contains
TJAT B electronics or supports charging pass-through. 10
(mA) If the attach threshold is set too high, the hub may fail to detect
that a device is connected. Conversely, if it is set too low, the hub
might mistakenly detect a connection due to the power draw of the
cable itself. Adjusting the threshold appropriately ensures accurate
device detection while avoiding false positives or missed
connections.
= e ATt T T ST g Feffd o 3 fore fasan o & T fSarsw
(mA) Tyaa: Tt § 1 el | 3fe Wi 7 i 2 farfe & f g fmr @i | 100
IR el &, 1 59 U 31 3181 IC HRd §
SffehaH
3fidRe
GBI & 95 B Y Ugd SHfISHAH dIIHM U Bl & 70
GIEEIGH
(&4
Afcrg)
i . \* Ao q
aaz&us SR & Y Bl fSWlee A gaad gg
ol | fafRkiy uic & forg fwice MwRa sad | fswiee sfmw= & fegos |
WHEd | TR B
o ey R 1 uRaTg b o1 HIFPTR B3 b D14 A Ui gaen Jarferd
A 51 | ST IUTIT bad T fSiee UIwIge & WIS H fparsir - | &g
Rip arel | IS 1 Ufc Ui & SyR IR Fam B W
IR RGIINCI R
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fSwice

T AR faaRor e
ST Enable alternative method CDP* to support some hardware, and
=l Aie increase the device charging. uﬁwch—éasmmwa{m%a‘r R

TIP1 Bls YHTT T8l USdT 5|
TaRH : A
o TR LED aTel g9 & o fewt His saat (@m)

. o s 1 Tt
BN i 31 Sad S
R facld | ofa a1 q) gl &1 gd1 Iefar AT Als ol Ris R g fearsmare, @ |44,
(TATE) | §eTTel & aTeL e | 31 gl §1 0-9999 ms
éjﬂw IO TfohaT IR HRA § RSl SIS & forg U siftfe faca| 0-9999 |
(o) |

Sft St anferepTe-1

TN SIS UIE (TSI Tem g &1 Adad ¢ [ Td UIc dhad sl Rifdh &1 a1 &t gt
I H ST B! RIFTART B 3R fSa8y o) 3= adHH & 1Y 77! B3 H [ed g | With CDP

enabled the hub can supply up to 1.5 A

fe 37 HIETR BT siem B & A 3T e et '3 8 F el SIS O gEfiuy Als 3iem
%I This could limit the maximum current seen on some ports.” This notification is there to
ensure you haven’t turned this off by accident and can still have the highest charge available.
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Tsﬂ@:GJ. Computers
g STHNT 3MTUH] U TS F IS HHX Pl G7 3R Yad B T & | You can access this

section by selecting the computers section in the Navigation Panel.

You will see a list of computers that can be managed along with the logo of the operating
system of that computer. When you select a computer, you can see the details of that
computer including:

e |P Address

¢ Domain Name

¢ Operating System
e CPU Brand

e CPU Architecture
e CPU Cores

You will can also see the different API services running on that computer the status of the
Service and the version of that service. You can click on one of the services to be taken to the

QTﬁﬁﬂ'sc Ifeg page of that service.

From here, you are also able to view all connected hubs and devices to that computer. By
clicking on any connected Computer under this section, you will notice a settings bar with the
following options:

e Computer details and configuration
e List of ports with attached devices connected to this computer
¢ List of hubs connected to this computer

The Computer Details section is the landing page and if you click over to either the Ports or
Hubs section, you are able to manage your hubs and devices.

Cambrionix Recorder service

T 3T BRe TH3MTE HARM TR A1E 3R AN TSR BT ST H3AT I8 8, a1 3MUD! Repiag
qd’raﬁaﬁwﬁaema"r G{Tawafﬁl To install the Recorder APl onto your host

computer, you must ensure this optional service is installed when installing the Cambrionix Hub
API (This is selected by default).
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Cambrionix Workflow API

If you wish to make use of Workflows (Licensed) within Cambrionix Connect you will need to

configure and add the Workflow API to your computer in the same way you add the '‘Cambrionix
Hub API' and 'Cambrionix Recorder Service'. You can download the ‘Cambrionix Workflow API' by
downloading the ‘Cambrionix Host Manager' and the Worklow API will be bundled with the CHM.

Sige:6.0.1 Theng Afdrg

When you navigate to the Computers page, you will see a list of all available APIs. zrdMTs‘aﬁ
USRI B o [T MTU! I A Th THISHTS BT I BT R | You can navigate to this page by

selecting ‘Computers' in the Navigation Panel and then clicking on your connected API.

Overview of API's

From the overview you can see the following information

e Status Colour
© Green = The APl is connected and you have an appropriate license.
© Orange = The API is connected and you don't have an appropriate license.
© Red = The APl is not connected.

o XA
° The version information of the API

¢ Certificate information

° The following symbol will show if there is no certificate or the APl is unable to get
the certificate information

Individual API settings

Once an APl is selected, you can then click on the settings page for that API. 3T fAY SIH&HRT &l
A gHd B
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W faa=ur

W This is the name you will see as a description for the host computer on your

FHIAMH | Cambrionix Connect Account. BReATH & foIU fShiec |

This is the URL of the API; the URL will be read from the local computer when the

adi APl is added to your account. A custom URL can be entered if required.
g 98 UIS @ Forad TUlSHTS dade BRI As default this is 43427 it should not normally
be changed. This is for advanced use and complex networks with restrictions on

which ports can be used. The port number used must match that of the connected
API.

Once you have changed the above values, you must press the save button for these changes to
take effect. You can press the revert button to return to the previous settings. You can press
the remove API button to remove an API from your organisation. You can also deactivate the
host computer associated with an API, meaning an API can only be connected to a local host
machine.

S8 Hag

If you have iTunes installed, Apple devices (macOS has the service pre installed for Apple
devices) or an adb server running on your host, you will be able to obtain battery information on

connected devices. 9 T 3cRTd TS H fhdt IR Sl BRI UNtd &1 91l 8, T8 SSddh 37
St 3US T THBRI Bt AT THRNRIT B Tbd & | 3T 37 Sl USC Bl T3 HY 95 Tohd ©
52 U 1Y I S FhdT g |

API Logging

The API can generate logging information for all USB events and store information on what has
happened, along with specific hardware information. This is useful for troubleshooting any
issues encountered with the APl and capturing any faults or issues. You should use full logging
when obtaining logs for support unless otherwise instructed, once you have enabled logging
and the event has taken place zip the logs to send through to Cambrionix for investigation. folg
TN ¥ IaHH B $Had SWheld Il & Udas g |

Once you have obtained some logs you will need to send them to Cambrionix, ensure they are
zipped so that if the files are large, they can still be sent over. If the files are still too large, then
please use an online drive that Cambrionix support can have access to or send via a file transfer
service.

© dd-HH Cambrionix Ltd. All rights reserved. u-q




Cambrionix

CHARGE + CONNECT « MANAGE

Certificate

From the API settings page you can view information on the certificate assigned to the API. For

more information on certificates and how to assign them to an API please see the fgfSTed UaTOT
UZ section.
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SIEd:6.1. THRASTH

B3, S-S YT BT SUIRT HP Y&TAd foaT ST §hdll § Cambrionix Connect . You can
access this page from the Navigation Panel. 3 &Wq@ﬁﬁlﬂﬁﬁ %

o g Afdg

¢ Organisations Settings

RUG3TSS! AT

Hub Templates

Developer Settings
S g9 A
o BHRR
o TR

SiE:6.0.1 T JfeTq

You can manage and view the general settings from this page, these settings will be saved to
your account if signed in, if not signed in these settings will be saved locally. You can navigate
to this page by selecting the settings in the menu and then selecting 'General'.

Updates

This is only applicable to the downloaded version of Cambrionix Connect. You can manage how
Cambrionix Connect manages updates, you can select to check for updates on initial launch of
Cambrionix Connect, at a scheduled time that suits you or manually when you want to check
for yourself. You can also select a channel for which version of Cambrionix Connect you wish to
download and install. You can select a legacy version of Cambrionix Connect the full release
version or the Beta version.

Notifications
« el
o JRUB3MES! gy

¢ Available Software Updates

o IUAS BHIW 3UST
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In this section, you can also select 'View Organisation User Settings'. From here, you can enable
or disable the notifications you wish to receive. Refer to the Email Notifications for more
detailed information.

Theme selection

SUUY Y, Gﬂqﬁ?ﬁﬂﬁﬂ:{ﬂﬁ%Cambrionix Connect , Sl A6 &Y ¥ §&d o7 b TRIHRH
ERINCACRIE]

Theme Q@R

Default This will match the OS theme
Light This is a whit.e background for
typical use
Dark This is a black background for less

eye strain in lower light

Join another organisation

If you are joining another organisation you will need a user from that organisation to invite you
from the Organisations Settings page. Once invited you will find the invite at the bottom of the
general settings page, once you have accepted the invitation you will then be able to select
that organisation as your active one.

SIIEd:6.0.1 Organisations Settings

From the Cambrionix Connect Organisations settings page, you can view and manage your
Organisation’s information. For more information on organisations please see organizations-
section. You can navigate to this page in the Navigation Panel.

Your organisation

If you have the appropriate permissions to do so, from this section you can;

¢ View the current organisation selected

¢ View your organisation Id

¢ Change the name of your current organisation
¢ Leave the organisation

¢ View your license status

¢ Manage organisation users
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e Manage users and roles (see Roles (Licensed) section for more info)

¢ Manage and view user device assignments (see 3UH 0] section for information on
assigning users to devices)

¢ Manage and view locations (see Locations (Licensed) section for more info)
¢ Manage and view metadata (see Metadata (Licensed)section for more info)

¢ Manage and view hardware groups (see Hardware Groups (Licensed) section for more
info)

¢ Manage Email Notifications (see Email Notifications section for more info)

¢ View and Manage Audit Logs (see Audit Logs section for more info)

Manage users

From this section you can view organisation users information such as;

¢ Given name (first name)

Surname (last name)

User Id

Email address

You can also remove users from your organisation or change their user role/permissions.

Invite users to your organisation

To be able to add users to join you organisation you will need to send them an invite. There is a
section at the bottom of the page to send invites, once clicked you will then be given a prompt
to input their email and assign them a role for the organisation. The invited user will need to
accept the invite from the Organisations page.

SlITd:6.0.1 ARUBATZS! AT

RUG IS ST HIe Ug) IRAT TR &1 U =0 g | The Cambrionix APl is capable of
managing RFID detection events and can be used to store information about RFID cards. You
can access the RFID settings by selecting settings and then selecting RFID ( Settings / RFID)

Currently, the API only deals with the RFID reader in the ModIT Boss module. gg Udh RFIDeas
Hisd 8: RDR-80581AKO | T8 UF H Cambrionix Connect JRUH3HTES! T 3R T J ured
BRI BT Tee Bl |
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The first time you use an RFID card, you must check the 'Enable RFID detection in the API' box
so that Cambrionix Connect and the API can see the initial RFID event. S5Id 3{T9 Udh B{NQ'CES-ITQ%)[
TS T PRl €, T U Ueh It & fag &1, 1R 110 7S & fo7Y U =1 1 o5 R Tl T 9
3T TADBR BIS Wb [T ST TR T S HAER HRA1 A6 &, SUDT I DR el ¢ |

Th IR 56 317 DTS Wb B Ad & 3R IT IS B Ad ©, dl 31T AT Y 39 Tpull & forw Fafd
Wﬂﬁ% Cambrionix Connectwwaﬁwwwgl

SIIEE:6.0.1 Hub Templates

From this page, you can mange the templates for the Hub settings. The templates are saved
locally. You can access this page by selecting settings in the Navigation Panel and then
selecting 'Hub Setting Templates'.

Editing Templates

The first template you create will need to be done through the Hub settings. Once the template
is created navigate to this page and you can edit the information. You can change the name of
each template by selecting the name and typing in a new one. You can edit the settings by
selecting the pencil icon next to the delete icon.

,Q
Once you have the editing window open you can view all the Internal hub settings and amend
each settings, once you have finished making any changes you will need to press 'OK' which will

close the editing window. Remember to click save after closing the editing window or the
changes will be lost.

Copying Templates

From this page you can select a template and copy it. By selecting the tick box next to the
name, the ‘COPY" button below will become active. Click this to make a copy of the template
appear underneath. Again, remember to click save once you have created copies or navigating
away will delete the copy.

Deleting Templates

You can delete any stored templates by pressing the delete icon. Ensure you click save after
deleting a template, or it won't actually be deleted.
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SIEd:6.0.1 Developer Settings

You can use these script pages to send commands through the Host or Recorder API to the
selected hub(s) or computer(s). You can navigate to this page by selecting settings in the
Navigation Panel and then 'Developer'.

From the Developer settings you will be able to access the scripting pages for the installed
API's. The API scripting pages are listed below.

e Hub API

e Recorder API

Hub API

The two methods of communication supported from the script page are JSON and the
Cambrionix CLI.

If you wish to have detailed information on scripting and the commands/ methods that can be
sent with the APl and the Cambrionix CLI, please see the specific software user manuals, which
can be found through the below links.

www.cambrionix.com/cambrionix-cli

https://www.cambrionix.com/cambrionix-api

W%Qﬂ'ﬁffﬂg S-hT_Cﬁg\lﬁq-SlB:l %I One is to select which hub you wish to send commands to,
and the other is to choose between JSON and the Cambrionix CLI.

Once you have chosen a hub and a method of communication, you can write your script or use
one of the pre-made examples in the drop-down. Once you have written or selected a pre-
made script, press the 'RUN’ button. You will then receive the response to the script in the
window below your initial script.

If you wish to send commands to a computer then you will need to select a hub that is
connected to that computer. Any commands then sent will be sent to that computer, for
example if you wish to find details on the USB tree for a specific computer.

Recorder API

If you selected to install the 'Recorder API' along with the 'Hub API' (this is selected by
default) then you will be able to access more historical information such as battery health and
device presence.

From this section you can send queries directly to obtain information. There is a drop down to
select the 'Recorder API' you wish to communicate with, this list will be populated with all the
API's in your organisation. You can type your own script or there is also a drop-down to select
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some pre-made scripts with legacy queries. Once you have written or selected the script you
can then run the query using the 'Run Query’ Button.

SITe:6.0.1 SRS g4 Afetd

From this page, you can create and manage 'Dynamic hubs'. A Dynamic hub is a collection of
hubs that Cambrionix Connect will treat as a single hub. You can navigate to this page by
selecting settings in the Navigation Panel and then 'Dynamic Hubs'.

Creating a Dynamic hub

To create a Dynamic hub, you can drag and drop your chosen hub(s) from the 'Physical Hubs'
section over to the 'Dynamic Hubs' section. Once you have grouped up the hubs you want into
a Dynamic hub, you have the option to rename it and then remember to press save to store this
as a Dynamic hub.
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oled:6.1. BHAWR

YUY T, 30 HHITR BT 3R UST G 3R Teiferd R Fabd § | You can access this page by

going to Settings (in the navigation panel) and then ‘Firmware’.

On this page you will see two sections. One for '‘Cambrionix Hubs' and one for 'Preview Updates'.
You can select the hubs you want to update in one section and select and update the firmware

for the chosen hub(s) in the other. 3 g ! Q TSI Bl flhee HR Tohd g |

flpeeR faa=uor

JhR Firmware type*
endpoint HER BT AH

ICERI B9 BT AH

*products and their firmware type below

BHRR YRT & Hisae &1 A4
i sty JTeRUS 150
e didhst TaRUS 153t
e PP8S UTaRUE8S
A ifis THTH15 IRRI® 15
Irdnfires TS3-16 ySIRIb 3-16
CIFIE| TS3-C10 YR 3-C10
s U16S Herd U16S Hard
Irdfires uss uss
ek diSiug-dia UeiRkim-i4
Irdfires Tfse-Aeq Aifse-tay
ooy bl Y
DI v 5 Forad wHITR BT T aH TR0 781 8, THATR THUT I A1t 11 H gt | afg ge
3eIfad g ol BHATR T T el ghT |

You can select and update multiple hubs at once; you can see if it is selected as the box will be
highlighted, and under the 'Preview Updates’ section, you will see which hub(s) you have
selected to be updated.
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HHIWR TS PIET e

Cambrionix Connect 3 B & o8 Waferd 0§ HHATR & AdIdH TIBRUT &1 T HTT;
2 STU-BI3 HT SUTNT HRP 3R I BHIR BT I HRb Sal o Jaba g Tordl M0 g9 TR R
WTET@?[%I We recommend always using the latest firmware version unless there is a specific
reason not to update.

Once you have selected the hubs you wish to update and the firmware version to update, press
the update firmware button, which will then run the process. Once updated, a tick will appear in
the Update Preview section to show the update has been successful.

Fedr

g TE@yul ¢ fh T IR HHRR 3UST L= H3 & 901G 30 89 & gRe Ried J femae I &1 | If
you disconnect the hub while it's updating, then the hub will be in an unusable state. This state
is called bootloader mode, which is a different piece of firmware used to launch the hub's
firmware. If you get the hub stuck in bootloader mode then you will need to recover the hub
using the Cambrionix Command line updater which can be downloaded from the below link
along with the user manual.

https://www.cambrionix.com/cambrionix-clu
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oifee:6.1. gf¥eqor

Cambrionix Connect Wﬁﬁﬁﬂﬁ%ﬁ@ Gm'ﬁﬁ%ﬁtlﬁ&m ﬁl%[?ﬂ%l You can access

this page from Navigating to Settings and then Testing'.

This is designed to ensure your hubs perform correctly and have no issues. Sﬂﬁﬁwwmﬂ
RSP TATY ST dTet TR0 12 el 2

et faaRur

?‘E%aﬁ AT B b B9 U S ST HHIS & oaTd & GHLER BRI dierdl & 594 g
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Test Selected Hubs

Using this first page, you will be given a list of all connected hubs and can choose which hubs
you wish to test. Once you have selected all the hubs you want to test, press the go button,
and they will begin.

Automatic Testing

I g§ T YA B T S & 3170 397 Afdie 371, Joft piges ge W it udteror i
mﬁa%ﬁﬁﬁ%ﬁw%ﬁﬁ%%ﬁ%ﬁW%ml

If you click on the down arrow on the menu, you will be shown each test that has been

performed and the status of the test. q%ﬂﬁuﬁwqﬁﬁ?ﬁdﬁaﬁ%ﬁwmwwﬁ
1T T 3R B T H Fd e | afe Hig gierur favrd 81 Siar ], O IR &rd 81 SITae |
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Gﬂ@:GJ. FINH

From this page, you can see various pieces of information about the APIs and Cambrionix
Connect. You can navigate to this page by selecting 'about’ on the Navigation Panel.

You can see the version of the local API that is running alongside the version of Cambrionix
Connect.

There is a link to be able to download and view the Cambrionix Hub APl User manual.

https://downloads.cambrionix.com/documentation/en/Cambrionix-Hub-API-User-Manual.pdf

There is a link to be able to download and view the Cambrionix Connect User manual.

https://downloads.cambrionix.com/documentation/en/Cambrionix-Connect-User-Manual.pdf

Below the '‘About’ section on the Navigation Panel, there is also a 'Help' button to take you to
our support centre should you ever need any assistance.

Cookies

Cambrionix uses cookies necessary for features including optimisation and performance. You
can find information on the cookies included on this page, they are also listed below.

Cookie Name TR Duration faazur

Used by the Single
Sign-on service
msal Authentication Session (SSO) to generate
a user session
cookie

From this page you can also view company information for Cambrionix;

e Contact information
¢ Social media links
¢ Company number

¢ VAT number
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SIIE:6.1. Help

By selecting the help page on the menu you will be taken to Cambrionix Support centre. From
the support centre you can;

¢ Get technical support for Cambrionix hardware and software
¢ Suggest a new product
¢ Suggest a new feature for Cambrionix hardware and software

e Suggest an improvement to existing Cambrionix hardware and software

Y I WS I THT, HI1 [aaRIEH 59 & o IdTE THHRI UaH B | I8 FSarsy Yo wie
WWWW%@W@W%%HT%@HT%I Providing serial and Purchase order

numbers, can help identify your specific product and speed up the process.

With any hardware support we recommend first checking the troubleshooting section in the
products user manual.

Cambrionix Product User Manuals: www.cambrionix.com/product-user-manuals

Cambrionix Support Portal: https://support.cambrionix.com/
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OIlUd:7. Customisable Data Views and Advanced Filtering

The Cambrionix Connect application provides a highly customisable and user-friendly
experience for managing and viewing information. Each table of data can be displayed in
various formats, allowing users to tailor the presentation to their specific needs. Columns can
be selected to be visible or hidden, giving complete control over the information displayed at
any given time. Users can also adjust the density of the data view, making it possible to choose
between a more compact layout for a high-level overview or a more spacious format for
detailed analysis.

To further enhance usability, powerful custom filtering options are available, enabling users to
isolate and focus on specific subsets of data quickly and efficiently. Once tailored to their
requirements, users can export all or filtered data as a CSV file, ensuring seamless integration
with external tools and workflows outside the application.

SIEd:7.1. Different views

There are two different views that can be used within the Cambrionix Connect application:

'‘Card view'
Devices
cVv seam
Galaxy S8 X bamboo.agent’s iPhone X Pixel 5 X
4] ¥ 4] ¥ X
E] RF8JAOSR94V . ﬂ E] FAHT26NEHG7K . ﬂ g 12201FDD40016S u ﬁ
lan’s iPad 1 X Verbatim STORE N GO X Pixel 6 .
FOFS25QNFCM8 n g 22060542920148 g TA151FDF600E1Q u g
iPad X Pixel 6 X /Android Android X
4] ¥ ¥ X
DLXKJ78XF182 . ﬂ 22231FDF60078S L ﬁ 121M4PE5078983 ﬁ
Pixel 4 P Pixel 3a bamboo.agent’s iPhone P
99161FFAZ0065L L] /d 9C6AYIMMSJ ﬁ FI7MLIY6FFG9 . ﬁ
< 1 2 3 4 5 19 >
Table view'
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Devices

W Columns Z Density
Type Name Model Code Connection Status  Updated At Created At 08 Type 08 Version Computer Id View
Pixel 5 Unknown Model 27minutesago 8 months ago Android Android 13, APl level..  CBRXCI-007
iPad iPad ProThinch 3rd .. 27minutesago 8 months ago i0s 166 CBRXCI-007

Apple Inc.iPhone iPhone 7 about 16 hours ago 8 months ago i0S 1541 Unknown

Pixel 5 Unknown Model 27 minutes ago 8 months ago Android Android 13, APl level..  CBRXCI-007

iPhone iPhone 13 27 minutes ago 8 months ago i0s 166 CBRXCI-007

iPad 1Pad 8th Gen (WiFi+. 27minutesago 8 months ago i0s 151 CBRXCI-007

Apple Inc. iPhone iPhone XS Max Glob.. 3days ago 8 months ago i0s 1541 Unknown

iPhone iPhone XS Max Glob... 27 minutes ago 8 months ago i0s 166 CBRXCI-007

sBsB:s0:0:0:0:0:0:

iPad iPad Pro Tl inch 3rd 2days ago 8 months ago i0S 1703 CBRXCI-007

[m] Kingston Datalravel..  Unknown Model 27 minutes ago 8 months ago unknown unknown CBRXCI-007

<
H

Rows perpage: 10~ 1100f219 >

SIQ:7.2. Filtering

You can filter the information in a variety of ways, from ‘Table view' you can select '‘Columns'’
and select and de-select columns that you wish to have visible or not.

This advanced filtering interface is designed to allow users to create custom queries and refine
datasets based on multiple conditions. It provides a flexible and user-friendly approach to
narrow down large amounts of data to meet specific requirements.

Creating Filters

There are two different ways that you can create a filter, you can either just open up the filter
menu and start adding in conditions to filter the view you currently have, or you can create a
'Saved Filter which will save to your current organisation for any users to use going forward.

To start creating a filter you will need to select 'Add a new Condition' you will then have a new
condition added to your filter. Each condition consists of three components:

Component Description

Field A dropdown menu where users select the data attribute or column they want
to filter, such as "Id" or "Connection Status."
A dropdown menu defining the logic for filtering, such as "Equals,” "Contains,”

Operator " "
or "Does Not Equal.

Value A text box where users enter the specific value or criteria they are targeting,
such as a specific ID number or status.
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To create more complex queries, users can click the "Add new condition” button, which adds
another row to the filter configuration. Each condition can also be individually deleted using the
trash bin icon, ensuring users can easily modify or remove unwanted conditions.

At the bottom of the interface, there are two action buttons:

Action Description
Abol Executes the filter and refines the displayed dataset based on the conditions
PP specified.
Close Closes the filter interface without applying any changes, allowing users to exit
without affecting the data view.

There is also the option of selecting the plus symbol next to the dropdown which will then add
the filter as a 'Saved Filter' for use within your organisation.
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sitee:8. fefored T T

You will require a secure connection to access APIs connected to your network. W&HW
%mmﬂ%ﬁﬁﬁaﬁwﬁl A digital certificate is a file or electronic password that
proves the authenticity of a device, server, or user. This helps Organisations ensure that only
trusted devices and users can connect to their networks, only a single certificate configuration
is supported.

You must supply a certificate and private key to the API to create a secure connection which is
called an SSL (Secure Sockets Layer) connection. An SSL protocol establishes authenticated
and encrypted links between networked computers. Once you have an SSL connection, you can
connect outside of localhost (the machine the API runs on). Without this certificate, the APl will
only listen for connections from the local host. External connections will only be allowed if they
are secure (HTTPS or Secure WebSockets).

The identity the API is running as will need access to the files to use them, so the certificates
must be stored in an accessible folder or library.

g ITANTHdl R AR 3 o 98 37 IuaiT & fore T SUgad UHIUIGH U X | Some providers

are

o TSRS

If a certificate authority used is not recognized by the browser, then this will have to be
handled dependant on the browser that is being used. You will need to sign your certificate with
your own certificate authority and adding that to your application or browser.

T 1 & Y, 31T 3 1SS BT ITANT IR Ihd g |
RGBT & 1Y, 3T 39 T5S BT STANT B hd 8
BRI P 1Y, 3T Y T5S BT IUTNT PR Ihd & |

If you wish to use different browsers you will need to find their guides to be able to setup.

SIee:8.1. Adding a certificate

To add a digital certificate to your hub’s API, the simplest method is through the Cambrionix
Connect application. Navigate to the Q’Cﬂ&lﬁm page, where you will find a certificate
section with blank fields for the certificate and key. Paste the contents of the certificate and
key into the respective fields, then click the Add Certificate button to assign the certificate to
your API.
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Alternatively, you can also add a certificate directly using APl methods, which are detailed in
the Cambrionix Hub API User Manual.
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Gﬂ@:& ~cafh

If your network has restrictive firewall or proxy server settings, you or your network
administrator will need to whitelist certain domains and IP address ranges to ensure that
Cambrionix Connect and its related services work as expected.

SNET:9.1. HRIEH A

Cambrionix Connect m%mmﬁ@mmwm%l For it to operate
correctly, please allow these first-party Cambrionix domains and their levels of subdomains. pi|

ST Siseifad grT e Tanfd Sk usfid fPu ora g1

S LD

Cambrionix Connect web application and required

* connect.cambrionix.com . .
functional services

* downloads.cambrionix.com Cambrionix Connect retrieves firmware from this location.

fopl S1A w1 SrgAfer <l T, G o b fopa <fif-wadi S ofik SU-S1A o Tohifiley Tl
HI AT et ], 7 b FHad dapTd SU-SEA 1|

AR *® ]%'Q, * connect.cambrionix.com % f%‘I'Q Udh RiFre ufafy Ca|
serverl.connect.cambrionix.com 3R server2.connect.cambrionix.com Gl &1 &I_jTIﬁ Rk fRU

TS SifiiRad, G B fos Hadt 3% SUSIEH B a1, dfech [NY-Wa<id S ®f HT orgfd 31

RIARRLI $ ol U, *.connect.cambrionix.com Eb;f server.connect.cambrionix.com

connhect.cambrionix.com ﬁ &I &Iﬂ'qﬁ[ a_rﬁ T'aIT%IJ’ I

SNET:9.2. TSUT Q%'\‘ﬁﬁ

Cambrionix Connectaﬁﬁﬁ'@ﬁ IPtI?lTT-l?}I%I sﬂ%aﬁm,u—s’lpqﬁfaﬁwqﬁu@ﬁ Uft BT ITINT
HRAT & | TR §TE I8 & o 3muapt e aftf 1P Sfori &1 srgafa-gelieas &t @nfee

Cambrionix Connect .

Wﬁ%ﬁq%ﬂﬂq&ﬁ tl'fE[MlcrosoftAzure gRIYSH fbT T IP Ul & Yl &7 ST SRd B |
&nqaﬁ&mﬁﬁmuﬁmhaﬁw&nmﬁ’rm%mﬁ? B b fATU € ST BT AMMeY
Cambrionix Connect S31G1 % U & BT HAT g | O T ST FATSC (VI STSOR) I
¢ 1 T B 3R I S1aTd e 3R MUPT 3R T Fexe A B S & for fomam Srar
JTED 3R URIH I HaR)|

&Iﬂﬂﬁ ﬂjﬂaaﬁaﬁawﬁ IP maﬁ?ﬂéﬁw Microsoft ST3TAIS &g I Azure IP JfOR]]
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SIEE:9.3. Connecting from outside your network

You may wish to connect to hosts outside of your local network. One way to do this would be
to enable port forwarding. You or your network administrator will need to set this up on your
public facing router.

Port Forwarding

Port forwarding allows remote computers to connect to a specific computer or service within a
private network. This will need to be set up on the router that the host system is connected to.

You will need to access the router settings to set up port forwarding. To access your router
settings, you will need to find the default address for your router and enter it in a web browser.
You will then need to log in to the router's user interface using the admin username and
password. If you have not changed the username and password, you will need to use the
default username and password, which will be listed in your router's user manual or online
documentation.

Once you are in the router settings you will need to access the Port forwarding section which is
usually found in the advanced settings section, this is different for all routers but you should be
able to find information on accessing this section through your router’s user manual or online
documentation.

Once you are in this section, you will need to set up a custom port forwarding rule using the
following information:

¢ Name - This is the custom name you can enter to easily identify the rule
¢ Type - We recommend using "Both" or “TCP/UDP" dependant on your router

¢ Inbound - This is the port number, you should check this port number is not currently
being used before defining it

¢ Private or End - Enter the same port number as Inbound

¢ |P Address - This will be the IP address of the host computer with the API running, this
should be made a static IP address to avoid any conflicts in the future

The Default port the API runs on (when a digital certificate is assigned) will be: 43424.

There are lots of guides online for each router and also guides on setting up port forwarding. If
you are unsure how to perform this function, we recommend reading some documentation. For
example, more information can be found here.
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SIUT:10. Roles (Licensed)

Roles allow you to define and assign specific sets of permissions and privileges within an
organisation, enabling precise control over access to resources and functionalities. By creating
custom roles, organisations can manage access levels for different groups, services, and
system functions based on their specific operational needs.

A sufficient Cambrionix Connect License is required to use this feature. Currently, the license is
not available, but it will be coming soon. If you are interested in using this feature once the
license becomes available, please contact enquiries@cambrionix.com.

Custom roles provide several key benefits:

¢ Security: Assigning permissions based on roles ensures that only authorised individuals or
services can access specific resources, reducing the risk of unauthorised access, data
breaches, or accidental misuse.

¢ Control: Defining roles allows organisations to enforce separation of duties, ensuring that
each entity can perform only the actions permitted within its assigned role, minimising
errors and maintaining compliance.

¢ Scalability: As organisations grow and evolve, custom roles make it easier to manage
permissions, allowing for seamless adjustments to accommodate new structures and
operational changes without compromising security or functionality.

Roles

Within your organisation, each group or service can have multiple assigned roles, allowing for
flexible and structured access management. By default, the following roles are available for
assignment:

Role Description

Member Can read everything and view all information, but cannot make any changes.

Contributor Can perform all actions except manage/ invite users to the organisation.

Owner Can perform all actions in the organisation.

Tr'ﬂ'QEHOJ. Creating custom roles

You can create custom roles for your organisation by navigating to "Manage Roles" and
selecting the "Create Role" button.

Note: This option will only be available in Cambrionix Connect with the appropriate license.

© dd-HH Cambrionix Ltd. All rights reserved. uqd



Basics

Cambrionix

CHARGE + CONNECT « MANAGE

When you initially create a new role you will need to input some basic information such as the
name of the user role and a short (optional) description of the role to help identify the specific

role and its permissions.
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Review

Once you have completed the basic information and selected the permissions required you will
then have the opportunity to review the information before creating the role.
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SIeH:11. Audit Logs

Audit logs are records that provide a detailed account of activities and events related to a any
change made inside an organisation. They ensure accountability, maintaining security, and
facilitating compliance within the organisation. These logs can include a variety of data points,
such as user activities, system changes, access events, and security incidents. They serve as a
historical record that can be reviewed to track the actions of users and systems over time. For
more information on what events are recorded with the Audit logs inside Cambrionix Connect
please see the individual APl manuals for more details. Your audit logs are available for 7 days.
Changes to your log duration only affect new logs.

Key Purposes of Audit Logs

Security
Monitoring

Help detect unauthorised access or suspicious activities by recording login
attempts, access to sensitive data, and changes made by users

Compliance

Many industries are subject to regulations that require organisations to
maintain audit logs for accountability and regulatory compliance.

Help investigations into security breaches or incidents by providing a

Analysis . . . . L

y detailed time-line of events leading up to an incident.
Operational Help organisations monitor and optimise system performance, user
Oversight activities, and workflows by analysing usage patterns.

Accountability

Ensure that users are held accountable for their actions within a system,
promoting responsible behaviour

You can navigate to the audit logs by selecting the organisation for the information you want to
view. Once in the organisation page you can select 'View audit logs' Once you have navigated
into the audit logs you will see the logs and the following information

User Identifier

The user who performed the action (username and user ID).

ED]

The nature of the action taken (e.g., login, logout, data modification).

Resource The specific resource that was accessed or modified
Tg-fIg The date and time when an event occurred.
View Click View to see more information on the specific log
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M Columns = Filters = Density | o Export | Download CSV

User 1d Action Type Resource Time View
Test Test 051075f1-80f0-43fe-9656-6d..  DELETE Computers /api/vi/organizations/3999T1a..  18/07/2024 11:01:03
Test Test 5e0b32bb-c9cc-40b0-9fbd-b..  DELETE Computers /api/vi/organizations/3999T1a..  18/07/2024 11:01:00

Rows per page: 10 + 1202

This view can be filtered and sorted dependant on the users preference.

TS

If you want to amend the different events you wish to capture in the audit logs you can click
through to the settings and use the check boxes to select/ deselect the different information
you wish to log.
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SIUd:12. Email Notifications

Cambrionix Connect includes an email notification feature, allowing users to receive updates or
changes within their organisation via email. Notifications can be configured by an administrator
or a user with the appropriate permissions. To manage notifications for an organisation,
navigate to the organisation's settings page and select 'Manage Notifications'.

Once you access the notification management page, you will see a list of all notifications that
can be managed within your organisation. The page displays the following information:

A status colour indicator: red indicates "disabled", and green indicates

Enabled "enabled”.

Title The title of the notification

Description | A brief description of the notification.

Severity The severity level of the notification.
Category The category of the notification.
View Click the 'Manage' button to edit the notification details.

When you select ‘Manage’ on a notification, you will be directed to the notification details
management page. From here, you can:

¢ Enable or disable the notification.
¢ Specify who receives the notification based on roles.
¢ Explicitly select individual recipients for the notification.

Each user can customise the notifications they receive by navigating to their I AT,

A list of available notifications can be see below:

Notification Description
Organisation User Invite Accepted A user has accepted an invite to the organisation
Organisation License Expired A license has expired in the organisation
Organisation User Role Changed A users role has been changed
Organisation License Expiring Soon A license is expiring soon in the organisation
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Notification

Description

Organisation Hub Firmware Updates
Available

Firmware updates are available for hubs in your
organisation

Organisation Device Firmware Updates
Available

Firmware updates are available for devices in your
organisation

Organisation User Invited

Email template for organisation user invites

Organisation Service Added

A service has been added to the organisation

Organisation User Invite Declined

A user has declined an invite to the organisation

Organisation Computer Removed

A computer has been removed from the
organisation

Organisation User Removed

A user has been removed from the organisation

Organisation License Revoked

A license has been removed from the organisation

Organisation Hub Added

A hub has been added to the organisation

Organisation Service Removed

A service has been removed from the organisation

Organisation License Issued

A license has been issued to the organisation

Organisation Device Removed

A hub has been removed from the organisation

Organisation Device Added

A hub has been added to the organisation

Organisation Hub Removed

A hub has been removed from the organisation

Organisation Computer Added

A computer has been added to the organisation
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OIlud:13. DFU Mode Management (Licensed)

DFU (Device Firmware Update) mode is a specialised, low-level mode on Apple devices such as
iPhones, iPads, and MacBooks. This mode enables the device to establish a direct connection
with your host without booting into the operating system or activating the bootloader. By
bypassing these systems, DFU mode provides greater control over the device’s firmware and
software, making it a critical tool for advanced troubleshooting, firmware restoration, and
software modifications.

In order to enter DFU mode on devices, you are typically required to use specific button
combinations and/or certain ports on a macOS device. However, with Cambrionix Connect, this
manual process is no longer necessary. Using the Connect application, multiple devices can be
placed into DFU mode with the simple push of a button or by sending an APl command.

With Cambrionix Connect, this process can be performed both locally and remotely, providing
total control over the devices in your fleet. This streamlined approach makes managing DFU
mode efficient and scalable, especially in environments with large numbers of devices.

SIEd:13.1. Key Features of DFU Mode

Bypasses the iOS Operating System

Unlike Recovery Mode, which loads a limited version of the iOS system, DFU mode bypasses
both the iOS operating system and the bootloader entirely. This deeper level of access allows
for more extensive operations, including complete firmware restoration or modification.

Enables Advanced Troubleshooting
DFU mode is a go-to solution for addressing complex issues that cannot be resolved through
standard means:

¢ Fixing Unresponsive Devices: It can be used to restore devices stuck in a boot loop,
frozen screens, or other unresponsive states.

¢ Factory Resetting Devices: DFU mode allows you to erase the device entirely and restore

it to factory settings when Recovery Mode fails to work.

Facilitates Firmware Restoration

¢ Reinstallation of Firmware: DFU mode allows you to reinstall the firmware entirely, which
is particularly useful when the existing firmware is corrupted or malfunctioning.

¢ Downgrading Firmware Versions: If Apple is still signing an older version of iOS, DFU mode
can be used to downgrade to it, giving users more flexibility over their device’s software.
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Supports Custom Firmware Installation

DFU mode allows for the installation of modified or custom firmware, a feature often utilised by
developers or advanced users seeking to customise their devices or explore additional
functionality beyond standard settings.

SIEd:13.2. DFU Mode Management in Cambrionix Connect
TG ek
In order to use DFU mode control you will require the following:

» Cambrionix Hub API (at least V 3.24.0)

» A sufficient Cambrionix Connect License is required. (To use this feature, you will need a
license supplied by Cambrionix Ltd. Currently, the license is not available, but it will be
coming soon. If you are interested in using this feature once the license is available,
please contact enquiries@cambrionix.com.)

» A Type-C Cambrionix Hub (such as the TS3-C10) with firmware of at least version 2.1.0

Putting devices into DFU mode

After meeting the necessary prerequisites, placing a device into DFU mode is a straightforward
process. Begin by navigating to a compatible hub within the application and selecting the
devices you wish to send the Enter DFU command to.

Once the devices are selected (and confirmed to be compatible), an Actions dropdown menu
will appear next to the Port Mode dropdown. Opening this dropdown will reveal two options:
Enter DFU Mode and Reboot Devices (Exit DFU Mode).
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Simply select Enter DFU Mode and then type in the confirmation phrase, and the command will
be sent to all connected devices, enabling DFU mode with ease and efficiency. The name of the
devices will change to show that they are now in DFU Mode. This streamlined method ensures a
smooth experience for managing multiple devices.
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Exiting DFU mode

To exit DFU mode, the device needs to be rebooted. This can be achieved using the same
method as entering DFU mode, but instead, select the Reboot Devices (Exit DFU Mode) option
from the Actions dropdown menu.

Once this option is selected, a command will be sent to all chosen devices, prompting them to
reboot. The devices will then exit DFU mode and return to their normal state seamlessly.
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Device Compatibility

Apple devices with USB-C connections are expected to function seamlessly with this process.
While other devices may also work, they have not been specifically tested by us, so
compatibility cannot be guaranteed.

We have conducted thorough testing on the following devices and can confirm that the
commands operate as intended. These verified devices provide a reliable foundation for
implementing the process with confidence. For any untested devices, additional testing may be
necessary to ensure functionality.

Device

iPhone 16

iPhone 16 Pro

iPhone 15

1-inch iPad Pro (M4) Wi-Fi

Apple iPad Air M2 11" (Wi-Fi Only)

*Further device testing will take place and this list will increase once validation has taken place
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Sllud:14. Hardware Groups (Licensed)

One of the great features within Cambrionix Connect is being able to group specific hardware
into groups. This means if you want to group specific devices or hubs and view them all at once
this can be done easily within your organisation.

SIID TN

In order to use Hardware groups you will require the following

e Cambrionix Hub API (at least V 3.19.2)
¢ The Host computers with the connected hardware to be added to your organisation

¢ A sufficient Cambrionix Connect License is required. (To use this feature, you will need a
license supplied by Cambrionix Ltd. Currently, the license is not available, but it will be
coming soon. If you are interested in using this feature once the license is available,
please contact enquiries@cambrionix.com.)

Txﬂ@:14.1. Hardware groups overview

To view and create hardware groups, first navigate to the organisation you wish to access.
Once you have selected the organisation and clicked on its tile, you will then be able to click on
the 'Manage Hardware Groups' button at the top of the page.

Once through to the overview page you can view a list of current hardware groups, within this
list you can see each groups Name, Description and ID. You can also create a new group from
this page.

Txﬂ@:14.2. Creating Hardware Groups

Clicking on the 'Create Group' button on the hardware groups overview page will allow you to
start the process of making a new group.

Firstly you will need to create a name and description for your group, we would recommend
creating a unique recognisable name for your group as this will make it easier to assign
hardware to the groups later.

Once you have added the name and description press the create button and you will navigate
back to the group overview page and see the new group has been created.

Gﬂ'@:14.3. Assigning hardware to groups

Once you have created a group you can then assign hardware to the group. To assign a hub to a
group you will need to navigate to the Hub settings page. From here you can see a section
called 'Groups' and there is a dropdown box, if you click the down arrow you will see a list of
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available hardware groups and can select the groups you want to add the hub to. You can
assign a hub to multiple groups.

You can also assignh devices to groups, to do this you navigate to the device page and similar to
the hub use the dropdown box to assign a device to one or more groups.

SI¥d:14.4. Hardware Group Details

From the hardware groups overview page you can select an exsiting group and view the details
of the group such as:

¢ Details

¢ Creation and Updates
e UM

¢ Hubs

The details section is where you can view the Id, Name and Description of the group and edit
the Name or Description.

Creation and Updates you can view the name and email address of the account that created
the hardware group, you can also see the information on when the latest update took place and
who peformed the update.

The Devices and Hubs section of the page is where you can view Names, Types and Ids of
devices and hubs and also remove them from the hardware groups.
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ollud:15. Workflows (Licensed)

Workflows are a feature designed to run a series of tasks or actions based off of triggers within
the Cambrionix Ecosystem. These can be set up to run on any host computer you have added
to your organisation.

For example Workflows can be used to schedule turning off charging on ports where the
connected device has reached a certain battery charging level to improve battery longevity.
You can navigate to the workflow section by selecting the workflow icon in the side-menu bar
which is indicated by the below symbol.

e

TG ek
In order to run workflows you will require the following
e Cambrionix Hub API (at least V 3.15.2)
e Cambrionix Workflow API (This is bundled with Cambrionix Host Manager)
e Cambrionix Host Manager
¢ The Host computer to be added to your organisation

¢ The Cambrionix Workflow APl added to your computer via the settings menu in
Computers.

¢ A sufficient Cambrionix Connect License is required. (To use this feature, you will need a
license supplied by Cambrionix Ltd. Currently, the license is not available, but it will be
coming soon. If you are interested in using this feature once the license is available,
please contact enquiries@cambrionix.com.)

SIEa:15.1. Workflows overview

Once you have navigated to the Workflows section you will land on the overview page, from
this page you can view, edit and delete all current available workflows and create new
workflows. For each workflow in the overview you can see the following information:

e State
o {AMH
e Created

¢ Updated
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e Computers
e Actions

All of the workflows can be filtered and sorted in this view to see specific workflows.

State

This is a colour symbol to indicate the current state of the workflow, each colour represents the
state of the applicable workflow.

T [EERY|
Grey The workflow is not enabled and will not be running on any computer
=R The workflow is enabled and will be running on the computers it has been deployed to

This is the name of the workflow, this can be edited from the Workflows setting section.

Created

This is to show how long it has been since the workflow was created e.g. "3 days ago’

Updated

From this part you can see how long it has been since any updates have taken place to the
workflow e.g. "22 hours ago"

Computers

This will show how many computers the workflow is deployed to for example if a workflow is
deployed to two different computers it will show the below symbol

c

Actions

These are the actions possible to perform on each workflow:
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View View and edit the workflow settings
Edit Edit the workflow and any of the actions within it
Delete Delete the workflow, please not this cannot be undone

SIEd:15.2. Workflow settings

If you select View in the Workflows overview this will take you to the settings of that particular
workflow where you can view and edit the workflow details, manage the computers that a
workflow is deployed to and view the details about each execution of the workflow.

This is also where you will ‘Publish’ your workflow, you can edit the actions or delete the
workflow.

Details

From this section of the page you can view workflow ID, View and edit the Workflow name,
Enable and disable a workflow, see when it was created and when the last time it was updated.

The name will default to your "organisation name workflow" but you can change this to be any
name including upper and lower case characters and symbols. 3H 64 quit  31fees o 19 Bt
SR T8l HRA 5

Once a workflow has been published you can stop it from running by disabling it, this can be
done by deselecting the enable slider so that it is not coloured.

There is a Notes section which you can use to write a description as to what the workflow does
ot whatever notes you may find useful. This can include upper and lower case characters and
symbols, this is also limited to 500 characters

You can also view the applications that the workflow will use.

Computers

From this section you can View and manage the Computers that your Workflow will deploy to.
Computers must have the Cambrionix Workflow API installed to be able to run your Workflow. If
you click on the ‘Add & Remove Computers’ button this will bring up a list of all available
computers in your organisation.

When looking at the list of computers you will be able to select which computers you wish to
deploy the workflow to by clicking the check box, if there is a yellow warning symbol this means
that the computer does not have an active connection to a workflow APl which may mean it
hasn’t been installed on the computer or has not been added to the computer within the
organisation. You can select the 'View Computer’ button to see more information on the
computer and configure the API's where required.
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Executions

This is where you can details about each execution of your Workflow. You will be given an
Execution ID, the start and End time of the execution ( this will be displayed as "2 minutes ago”,
for more detail you can hover your mouse over the time to get exact date and time-stamp of
the execution). You will also see the Computer this was run on, the status of the execution
(which can be a tick for completed or a warning symbol if there was any issue) and a message
to correspond to the symbol that is displayed for the Status.

All the executions can be filtered and sorted in this view to see specific events.

SIEd:15.3. Creating and Editing Workflows

If you select 'Create Workflow' or select the edit workflow button you will be taken to the
workflow editor. From this page you can view the actions on a workflow, add or remove actions
and edit the function each action will perform.

Workflow Triggers

When creating a workflow you will automatically have a trigger action included. This is what will
'trigger’ the start of the workflow, the trigger will be based off of an application, a list of the
applications that can trigger a workflow can be seen below:

Application AR

Schedule Trigger the start of a workflow dependant on a time event

Once you have set the application you can define the event within the application which will
start the workflow. For example using the 'Schedule’ application for a trigger you can define
when you want the workflow to run such as:

e Every Hour
e Every Day
e Every Week
¢ Interval

Once you have selected the event you can then configure the trigger to be an exact value. For
example if you chose the event to be every week you can select what time you wish the
workflow to start and which day of the week for it to be run on.
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Workflow Events

To add an event following a trigger there is a plus symbol below the last event or trigger. Once
you have added an event you can select the App you wish to use to run an event the
applications available for events can be seen below:

Application faawor

Cambrionix Hub API Events for interactions with the Cambrionix Hub API

Once you have selected an application for the event to use you can then define what the event
you wish to take place will be. For example using the Cambrionix Hub API application you can
select the following events:

¢ Switch all ports off

¢ Switch all ports On

¢ Switch all ports off when charged
¢ Switch all ports to Charge mode

Once you have selected an event you can then configure the event. For example using the
'Switch all ports off when charged' Event you can select the charge level you wish to be used to
turn the ports off.

You can add as many events you would like following a trigger but can only have one trigger per
workflow, you can use the workflow editor to delete any events you do not wish to have in the
workflow.

SIIE:15.4. Publishing Workflows

Once you have built your workflow you will need to press the publish button either in the
workflow editor page or from the workflow settings page. Once published this will then be
available for any of the host computers in your organisation to use it. You can assign the
computers you wish to run the workflow from the workflow settings page. The workflows will
not run until you have also Enabled the workflow from the settings page as well.

Once this is done the workflows will automatically run on the selected computers when the
trigger events occur as you have specified.
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SIlUd:16. Locations (Licensed)

A key feature of Cambrionix Connect is the ability to create and manage locations within your
organisation. These locations can be assigned to specific computers, which in turn are linked to
any connected hubs and the devices attached to those hubs. By setting up these locations, you
can improve the organisation and oversight of your devices across multiple computers and
hubs, making management more efficient.

When a location is assighed to a computer, any hub connected to that computer is
automatically associated with the same location. This ensures that all devices connected to the
hub are correctly categorised and managed within the defined location. This feature not only
streamlines device tracking but also enhances control over asset allocation, making it easier to
monitor devices within your organisation.

STALAD ek
In order to use locations you will require the following:
» Cambrionix Hub API (at least V 3.22.0)

¢ The Host computer to be added to your organisation

» A sufficient Cambrionix Connect License is required. (To use this feature, you will need a
license supplied by Cambrionix Ltd. Currently, the license is not available, but it will be
coming soon. If you are interested in using this feature once the license is available,
please contact enquiries@cambrionix.com.)

SIEd:16.1. Creating locations

To create a location for your organisation, start by navigating to the organisation page within
the application and selecting the specific organisation to which you want to add the location.

Once you've accessed the desired organisation, scroll down to the "Locations” section within
the organisation overview. Here, you will see an overview of any locations that have been
previously created. To add a new location, click on ‘Manage Locations’. This will take you to a
more detailed locations page where you can select ‘Create Location’ to begin the process.

After selecting ‘Create Location’, you will be taken to the location creation page. Here, you will
find a text box where you can type in the name of your location. The system is designed to
automatically suggest and fill in the location as you type. For instance, if you begin typing
"Cambrionix,” the address "The Maurice Wilkes Building, Cowley Rd, Milton, Cambridge CB4 0ODS,
United Kingdom" will appear, allowing for quick and accurate entry.

Once the location has been selected, proceed to the next page where you'll be presented with
an overview of the address. This page includes a map with a pin showing the exact location,
allowing you to visually verify the address. You will then need to give this location a unique
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name so it can be easily referenced in the future. Additionally, you will be asked to provide a
brief description, which can help other users within your organisation understand the purpose
or significance of the location in more detail.

When you're satisfied with the information, click ‘Create Location’ to finalise the process and
add the new location to your selected organisation. This location can then be used for any
other computers or hubs within your organisation, improving the efficiency of hub and device
management.

T:ﬂ'QEHG.Z Assigning locations

Once you have successfully created a location, you can easily assign it to any computer that
has been added to your organisation. To do this, navigate to the computer's settings page.
Under the "General” tab, you will find a drop-down menu labelled 'Select Location'. From this
menu, you can choose from any of the locations you’ve previously created.

Once a location is assigned to a computer, all hubs and devices connected to that computer
will automatically be associated with the same location. This ensures that every device linked
to the hubs reflects the correct location, streamlining device management and improving the
organisation of your assets across your network. By maintaining accurate location data, you
enhance visibility and simplify the tracking of your hardware across different parts of your
organisation.

SIIEd:16.3. Managing locations

If you wish to manage your locations and edit details such as the location name or description,
this can easily be done from the detailed locations page. When you navigate to the locations
section, you'll see a table displaying all the locations associated with your organisation. Each
location is summarised with the following information:

Information fRQAaRuor

qaiH The designated name of the location.

The Globally Unique Identifier (GUID) for the location. Which is a 128-bit
ID number used to uniquely identify the information within the Cambrionix
Connect application.

faazon The description assigned to the location.

qdi The complete address of the location.

To view more specific details, simply click the ‘View’ button next to the location you want to
manage. This will take you to a more detailed overview, including a breakdown of the address
and a map pinpointing the location.
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If you need to make changes, select the ‘Edit’ button. This will open the same menu that was
used when the location was originally created, allowing you to modify the name, description,
address, or any other relevant details. Once you’ve made the necessary changes, save your
updates to ensure the location information remains accurate and up to date. Any computers,
hubs or devices assigned to this location will automatically be updated with the new
information.
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SIlUd:17. Groups (Licensed)

A key feature of Cambrionix Connect is the ability to create and manage custom groups within
your organisation. These groups allow you to assign users, roles, and services, providing a
structured and efficient way to manage permissions and access control across different teams
or operational units. By setting up groups, you can streamline user management, ensure
consistent access levels, and simplify administrative oversight.

When a user, role, or service is assighed to a group, they automatically inherit the associated
permissions, ensuring that access rights are applied consistently. This approach reduces
administrative effort, enhances security, and enables organisations to enforce role-based
access control effectively. By leveraging custom groups, organisations can improve operational
efficiency, maintain compliance, and optimise the management of users, roles, and services
within their system.

Prerequisites

In order to use groups you will require the following:
» Cambrionix Hub API (at least V 3.22.0)
* Users and Services to be grouped created or added within your organisation

» A sufficient Cambrionix Connect License is required. (To use this feature, you will need a
license supplied by Cambrionix Ltd. Currently, the license is not available, but it will be
coming soon. If you are interested in using this feature once the license is available,
please contact enquiries@cambrionix.com.)

Gﬂ'l'{i[ﬂ?l Creating Groups

To create a group within your organisation, start by navigating to the organisation page within
the application and selecting the specific organisation where you want to add the group.

Once you've accessed the organisation, scroll down to the groups section in the organisation
overview. Here, you’ll see a list of any existing groups. To add a new group, click on manage
groups, which will take you to a detailed groups page. From there, select create group to begin
the process.

Creating a group is straightforward—simply enter a name and a description for the group. Unlike
other sections, no additional details are required at this stage. Once the group is created, you
can then assign users, roles, and services as needed to define access levels and permissions.

After finalising the details, click create group to complete the process. The new group will now
be available within your organisation, allowing for easier management of permissions and
access control.
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G!ﬂ'Qi[:W.Z Assigning Users and Services

Once you have successfully created a group, you can assign users to it by navigating to the
users section within your organisation. Select the user you want to assign, and within their
profile, you will find a groups section. Clicking on this section will open a dropdown menu where
you can select one or more groups to assign the user to.

Each user can belong to multiple groups, allowing for flexible role management and access
control. Assigning users to groups ensures they inherit the correct permissions and access
levels, streamlining organisational management and improving efficiency. By maintaining well-
structured group assignments, you can better control user access and optimise permission
handling across your organisation.

SIE:17.3. Managing Roles within Groups

If you need to manage roles within a group, you can do so from the group management section.
Start by navigating to the groups section within your organisation and selecting the specific
group you want to manage. Within the group settings, click on manage roles, which will take
you to a dedicated page for role assignments.

On this page, you will find a roles section where you can view and manage the roles assigned to
the group. Clicking on this section will open a dropdown menu displaying all available roles
within your organisation. From here, you can select or remove roles as needed to customise the
group’s access and permissions.

Once changes are made, they will automatically apply to all users and services assigned to the
group, ensuring that permissions remain consistent and up to date. This approach allows for
streamlined role management, making it easier to control access levels across different teams
and services within your organisation.

You can create and manage roles within you organisation, for more information see the Roles
(Licensed) page of this user manual.
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SIlUd:18. Metadata (Licensed)

The Cambrionix Connect application includes a feature that allows users to create and manage
metadata for both hubs and connected devices. This capability enhances the organisation and
management of resources within the Cambrionix Connect environment.

By enabling the definition of custom metadata attributes, users can add descriptive
information to their devices and hubs. This makes it easier to tag, categorise, and search for
resources based on specific criteria such as device type, manufacturer, connection history, or
custom tags.

This additional layer of information is particularly useful in environments where multiple hubs
and devices are in use, as it helps users to organise and track these resources more effectively.
The metadata can also support decision-making by providing detailed insights into device
status, power usage, and other relevant factors. For instance, users can monitor the status of
each port, track power consumption, and ensure that devices are used in line with
organisational policies.

Overall, the metadata feature in Cambrionix Connect provides users with tools to better
manage and monitor their USB hubs and connected devices, which can be beneficial for
maintaining efficiency and control, particularly in more complex setups.

Prerequisites

In order to use locations you will require the following:
» Cambrionix Hub API (at least V 3.22.0)
e The Host computer to be added to your organisation

» A sufficient Cambrionix Connect License is required. (To use this feature, you will need a
license supplied by Cambrionix Ltd. Currently, the license is not available, but it will be
coming soon. If you are interested in using this feature once the license is available,
please contact enquiries@cambrionix.com.)

SITd:18.1. Metadata overview

Navigate to the hub or device for which you wish to add metadata. From this location, you will
see a metadata overview that displays the property names and their corresponding values,
such as "Shelf Location". Additionally, you have the option to edit or delete any previously
created metadata entries.

SlEd:18.2. Adding Metadata

Once you are at the metadata overview, you can click on 'Add Metadata' to open the metadata
creation panel. From this panel, you can select a property name. We offer some predefined
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property names, but you are also free to create any custom property name by typing it in.

Property Description
Shelf This property is used to specify a shelf location, enabling you to quickly locate
location hardware when managing multiple hubs and devices.
Purchase | This property is useful for tracking your purchase date, aiding in warranty-
Date related enquiries.
Device This property allows you to add a short description, helping to clarify the role of
Role the hub or device in your setup.
In Use This is a straightforward true or false option that indicates whether a device is
currently in use.

After choosing or creating the property name, the next step is to specify the type of data. You
can choose from the following options:

Data Type Description
Text This is a text field where you can enter any text to define a custom property.
This is a field where you can enter a number, which can be either an integer or a
Number .
decimal.
True/False | This represents a simple value of either true or false.

Once the data type is set, you will then need to enter the value corresponding to that data
type. After completing these steps, you can either press the '+ button to add another line of
metadata or click the save icon to save the current metadata entry.
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SIUT:19. Virtual Hubs (Licensed)

From this page, you can create and manage 'Virtual Hubs'. A Virtual Hubs is a collection of ports
that Cambrionix Connect will treat as a single hub. You can navigate to this page by selecting it
in the Navigation Panel. In Cambrionix Connect versions prior to 3.3.0 this feature was called
'‘Dynamic Hubs' and was located in the settings.

A sufficient Cambrionix Connect License is required. (To use this feature, you will need a license
supplied by Cambrionix Ltd. Currently, the license is not available, but it will be coming soon. If
you are interested in using this feature once the license is available, please contact
enquiries@cambrionix.com.)

SIEE:19.1. Virtual Hubs Overview

When you navigate to 'Virtual hubs' you can view all the current virtual hubs that have been
created on your organisation from the list view you can see the following information:

e Virtual Hub ID - A unique ID for the virtual hub

¢ Name - A custom name decided by the user

¢ Description -A custom description decided by the user

¢ Hubs - The amount of hubs used in the virtual hub

¢ Ports - The amount of ports used in the virtual hub

¢ Last Updated - The last time the virtual hub was updated

¢ Actions - Click to view information on a specific virtual hub

]
o

< Create Virtual Hub

M Columns = Filters = Density & Export
Virtual Hub ID Name Description Hubs Ports Last Updated Actions

34d0a292-a4f4-4516-b9cb-124ac8e4b240 Hub Board T15 x2 A hub consisting of two T15 boards 2 i!i 28 9 days ago View

9943e768-f10f-4693-89f8-bal7fbf77a7a iPad Hub A collection of ports in use by iPads 6 i!i 29 13 days ago View

e6c9f9ca-cc2b-4d29-9a8b-caad14e8031d shelf 4 shelf 4 2 i!i 3 about 20 hours ago View

Rows per page: 10 v 1-30f3
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You can switch between tile and list views from the page depending on personal preference.
You can also filter and sort the virtual hubs and customise the columns that are visible on your
overview.

SIEE:19.2. Creating Virtual hubs

To create a virtual hub, click the 'Create Virtual Hub' button at the top of the page. Once
selected, you will be prompted to create a name and description for the virtual hub. We
recommend making the name unique and the description detailed enough so you know the
purpose of the virtual hub. For example, "S4R2 - Shelf four in room two" could indicate a virtual
hub for all hubs and ports on shelf humber four in room two.

Once you have confirmed the name and description, you will be able to select the hubs you
wish to include in the virtual hub. If you have the relevant licence, you will be able to select hubs
from any of the remote computers in your organisation.

After selecting the hubs, you can then select the ports you wish to use. The hubs you have
previously selected will be displayed, and you can use a drop-down menu to view and select all
the ports you require.

Once all the hubs and ports have been selected, you will be given the option to assign a virtual
hub number to each port. For example, if you have two hubs with sixteen ports in one location
and device slots numbered one to thirty-two, you can match the virtual port numbers to your
device slot numbers.

Finally, you will be shown all the previously entered information for review and confirmation
before your virtual hub is created.

SIEd:19.3. Viewing and Editing Virtual Hubs

Once a virtual hub has been created you can click on the tile or click the view button in list view.
This will be open up the virtual hub where you can see all the previosuly selected ports in the
same way you can view any hub in the Cambrionix Connect application. See the Ports overview
section for more information on what can be seen and done.

If you click on the cog icon you will go to the virtual hub settings, this will then open up the
hardware information on all the hubs included with the virtual hub. You will also see all the
ports in the virtual hubs along with the virtual port number that has been assigned to it. You
can delete and edit any virtual hubs from the settings section.
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Txﬂ@:ZO. Features

Below you can see a table of all the features of Cambrionix Connect

Feature Unlicensed Licensed
Hub Control
View connected hubs 4 v
Control ports on hubs v v
Manage internal hub settings v v
Update hub firmware v v
v v

Perform diagnostics tests on hubs

Developer area for creating and
testing your own API scripts

AN
AN

Device Control

View device information v v
View mobile device battery v v
information

Control, manage and update devices

. coming soon
in Connect

Device Firmware Update (DFU) coming soon
mode for iOS and macOS devices g

Organisation Management and

Search
Cambrionix service status v v
notifications
Create custom groups for hubs and v
devices
Add metadata to hubs and devices coming soon

Create and save hub and device .
. coming soon
filters

Virtualise multiple hubs as one hub v

Receive email notifications when
new firmware updates are available coming soon
for hubs

Remote Access

Connect to remote hosts to control, v
manage hubs and devices

View last status of hubs and devices v
when hosts or devices are offline

Workflows and Automation

Automate port control at specific
times and or when devices reach a 4

defined charge level
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Feature Unlicensed Licensed
Security
Setup and manage multiple v
organisations
Invite and manage other users v
Maximum concurrent users 1 1 user per hub + 10 admins
Create and Assign custom user v
access roles
Assign built-in roles
Connect Audit Log v
Assign devices to specific users
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SieE:21. 9T fAaRuT

If you experience any issues with Cambrionix Connect; please try the following troubleshooting
steps. If your issue is not addressed in this section, please get in touch with your local vendor or
Cambrionix. To contact Cambrionix Support please see Ha1dd[ 3R gHY. For more information
on troubleshooting with your hardware please see the troubleshooting section in your products
user manual. www.cambrionix.com/product-user-manuals

Gﬂ@:ml Logging through Cambrionix Connect

g 3y fodt &1 a1 ot Ty &1 AT AR 3R 6, Al 8 SHTUY TAER & HS AN U HRA & fed
WW%WWW@WW%%W@W%I To get logs of the behaviour use the

following steps to get a zip file of them to send to us.

—_—

Open up the Cambrionix Connect application.

2. Once inside, select the Computers tab.

3. Then, select the button ' Go to settings'.

4. Then, under the 'Host API' section, select 'Configure'.
5

. From here, you should see a section titled 'API Logging Sections'. Expand the ‘Advanced
logging settings' downwards.

gt BT T BN e e R o oY 3R b Vg g W fokdep Y|
Y Y&H B & J1C, B9 D1 39 e I ITTNT B for G 3MMUeh! fears 2 arell Ta=an 8|
AT 8 DI Uclie B

Make a note of the time and date that the issue occurs then go back to the API page in
Cambrionix connect, and press the zip logs.

10. ggmwa‘ﬁaﬁém"mﬁwwaﬁ"aﬁﬂﬁ&m—%aﬁﬁ?&mﬁﬁ%ﬁﬁ
|

1. g4 ¢EA & faw @i gd O |
T3S 256 THET T TR 3BT 20 AT @I &, SHICY AdHad THIR TR BT 81l 5 | G Big
SHRIBIAN 8, dl SHTUD! Th BIcT AN BT a faars aift 3R THSHTS BT SATeT IaTex Ul HIS[Gl Tl bl
BE B
fSwice =M
CambrionixApiService WWWWE\JNW syslog'ﬁfGﬂﬁ%l
SIS T ITGNT X gU 1T 2 & RIH W feWiee 81

© ®©® N o
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Id}: \ProgramData\Cambrionix

macOS HT ITINT FRA Y AN (9 VI W fSWhice g1 Smem
SR> drg> FHisafe
ey T STENT R g AT 1 & R R fEiee g

/var/log/cambrionix

Using with a headless system

If you are using a headless system with no GUI, then and you require to enable logging for
support issues, you can use the following command to create the logging cfg file manually:

echo
*=DEBUG>/etc/opt/cambrionix/cambrionix.log.cfg

R~ T 1 T: I PR & §TG, 3T PHieeR § Al ! I = Fhd &

/var/log/cambrionix

TS T0 S8 T HR o ot 317 1 1 718 BIsd Hl geT adhd g |

/etc/opt/cambrionix/cambrionix.log.cfg

Using Cambrionix Connect with Safari

When using Cambrionix Connect with a local connection to the Hub API, Safari may block the
connection because it requires HTTPS (a secure connection). To fix this, you need to use a
certificate to tell Safari that the connection is safe.

Here’s how you can make Safari accept the connection:

Create a Self-Signed Certificate A self-signhed certificate is a way to secure localhost yourself.
You can use tools like OpenSSL to create one. Once you have the certificate, you need to tell
Safari to trust it:
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1. Open Keychain Access on your Mac (under Applications > Utilities).

2. Drag and drop your certificate into the System keychain.

3. Find the certificate, double-click it, and set Always Trust in the Trust section.
4. Save and enter your Mac password if needed.

You can also use mkcert for an Easier Option

If you want a simpler solution, use mkcert, a tool that automatically creates and installs trusted
certificates for localhost. Just install it, run a few commands, and it will handle the rest for you.
For more information on this please see the following link.

she:21.1. iR R wEre

If you wish to uninstall the software (Cambrionix Connect, Cambrionix Hub APl and the
Cambrionix Recorder Service) from your host system, the following steps can do this.

faster™

fdeio ™ Riew T It dwR &) geM & g, 3y TR Wi a1 fRera” # S U1 R Iohd &, ford
AR Bl 3T BT A8 §, BT T HRP 3R "SI SaDhR T P Jhd g |

macOS®

To remove the software from a macOS® system, locate the application in the Finder, drag the
application to the Trash, or select the application and choose File > Move to Trash. 3MTH] 304
Mac® TR FaRITIS ETd BT A1 3R TRTS gof d o 104 BT off qabdl ¢ | TR T &1 gt
RE Y B & o Finder >2‘QT"@I'IF‘ﬁaﬁﬂefl

Jpicte U I, 7 fou U e &1 U S|

sudo /Library/Cambrionix/ApiService/bin/CambrionixApiService --remove
sudo /Library/Cambrionix/ApiService/bin/CambrionixRecorderService —--remove

for e

Linux® IR 9I0eaaR ApTem & foru 3l faweu 21

TS AIUdaR g BT IULNT HRAT €, R 1 Y $Reial fop T 7T TR o) it o1 3 WiedTR
Wo & fore WieT IR ford 3119 g1 a18d € | U SR O 31T TRfeh ¥ &1 I9- &R Ad g, o Ryd
e R fade B 3R D! Uas & fRIE BT SIE, Urids gof d1 3R AItedaR gel f&ar Sia|
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IR AT oY 31U W ATR & g2l Udhd & 98 & HHIS A1 B SUTNT HRAT| 3HTIH! Had
FHafiad e ¥ HHiS BT ITAN BT 6

sudo apt remove

Variable fQazur

The file name of the program including any version numbers

3T SOT WTdT UTITS Gof B o 078 Hgl ST | TS 3T SYH Ya=I B 6, 4l Wh1 R FS it
faaTs e 3T R | MU P B Y R B TG BT 1T, TS 3BT Y b 7T TR, UeR
ol 1 18 ol GaTy: & T b ST Wctes Yabot AT 1 IUGad RYd HHTS H UGN 631 8N
3T, 8 go- B SRy faEmem et 3fe | 31U I U & Ugd 3 31&R <80 HR Udhd ¢ o
3T ST BT T8d 8, AR B ¢F Fofl gand| I8 39 Gt Tefd Yaen &1 i@ o 39%
Y & HRY H 3 SeRf 9 AT I 5 |
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CSHID, Uollpd cSHIP 3R 3+ IRFH AT 3R Ueilep! &1

g B3I 39 SIS, USiidhd C8HI 3R 3= TR ATAY 3R/ Jelig U Huf-at & ciep! o
e ¢ govar 8, ST et off ave q pitsaian 3 Teifta 78t § 1 ogt ot 3 Tewf omd €, 3 paa
IETERUT & T4 & SR i gRT i IaTe I1 ¥l &1 99U 81 a=id &, 1 Hafdd gatg ugf
S GRT 3 IS (I HT T 7 gxifd §, o R 78 Agsra anggar gl

S TagaRrT WHR HRaT § b 39 At 3R Tafera gxarawn # fAfgd it 2sard, usigd
ST, JaT forg 3R 3= TRIE 1 SiR / a1 Uelies 3-1h Haifid YRe! B ufl & |

"Mac® 3fR macOS® Apple Inc. I TSHID §, 511 JUY 3R 37 T 3R & & Uofipa & 1"
"Intel® 3R Intel AT Intel Corporation TT 3 EMID HUTT P CSHID & 1"
"Jealee™ 3R YSalee AN $2d HIARTA AT 3! TS HUTl &b cSHD g I"
"Android™ Google LLC ] CSHIS &

"Chromebook™ Google LLC BT ¢SHISD 31

“iOS™ DT 3R 3T ST & Apple Inc HT CSHID T USIhd CSHID § 3R §

A & dgd SuanT forar St g1

"Linux® 3T 3R 37 3T & Linus Torvalds &1 Ueiid SaHb 8"

"Microsoft™ 3R Microsoft Windows™, Microsoft GHg @1 Ul & SSHD & 1"
"HiTfEe 3R M HisriAwT fafiies & geumd g1

Sfcafaa gt Teard 3R Usligrd TaHTdh Bl 3% Tafdd YRe! &) YUl & &9 H WHR forar s
& 3R ITehT GHI fhaT o B |

TRI& Ya1 W Agaqul ga-r

FUT A & 3 SRR MNP & o ! Bl Ha-ay o Tier difgs Tuar (3
AT T & | faRea::

o UId HrS: BHR JTUedqR BT IId IS ARG & 3R 38 U g far S Ihdr g |
o it et st Tt faftr o1 favga faror oiR wraf—ag off W@ B

3{c:, A DTS T 3 WG AHBR! A Ugd b SRIY DI THFYAD SRABR B [T ST | §H
3TADH FHIGRT TR TGN B} TG B 6 |
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fRifdh 3 =nfof uid Sie12489429 1105081.2 2489429
Fieata g$H00002646615 2646615 00002646615
Hierfeg sgd gfeam.. g$H00002646617 2646617 00002646617
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